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Abstract 
Enterprises seek AI data governance to automate compliance with regulations, governance, and high-quality data. Striking a 

balance between realizing this promise and implementing production-grade, sustainable practices remains a challenge for 

many businesses. This paper examines and analyzes the technical, organizational, legal, and cultural factors that hinder the 

adoption of AI data governance frameworks in contemporary business enterprises. Data was analyzed from a cross-sectional 

survey of data engineers, data governance leads, compliance officers, and AI/ML practitioners, comprising 100 individuals. 

A descriptive analysis (in terms of frequency and percentage) of current practices, perceived obstacles, and areas for 

investment was conducted. The core findings indicate that the primary obstacles affecting AI data governance in most 

enterprises include gaps in data quality and lineage, siloed functional collaboration, immature Machine Learning Operations  

(MLOps), and tooling, as well as legal and privacy issues related to sensitive data and concerns about multi-role capacity. 

The research aims to increase the success rate of AI-driven governance initiatives by applying a practical, step-by-step 

approach based on the evidence collected. 
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I. INTRODUCTION 

 

Organizations are integrating artificial intelligence 

into their data governance frameworks. The affected areas 

are automating metadata discovery, data classification, 

access controls, anomaly detection, and compliance 

reporting. However, there are still opportunities to be 

explored (Mathew & Emma, 2024; Agarwal et.al., 2023). 

Recent studies and industry surveys have shown that the 

main barriers to AI success in organizations are data and 

governance frameworks, operational readiness, and data 

quality. Although there is a strong intent to implement 

these initiatives, organizations often stall or fail to meet 

expectations because the governance and organizational 

foundations are lacking. (McKinsey & Company). 

 

This paper examines the challenges enterprises face 

in practice when operationalizing AI-enhanced data 

governance frameworks. It inquires specifically about: (1) 

What are the main technical and organizational 

constraints? (2) To what extent are governance 

frameworks and enabling controls in place? (3) How do 

organizations empirically assess readiness and returns on 

investment? (4) What concrete actions can be taken to 

increase the probability of success and the speed at which 

value may be realized? 

 

This research employs a quantitative questionnaire 

with a 100-person sample and recent industry and policy 

literature to identify the most relevant, actionable 

opportunities to guide the analysis. 

 

II. LITERATURE REVIEW 
 

The most recent literature and industry reports 

converge on a few key insights regarding AI-driven 

governance: The fundamental importance of data quality 

and lineage. It is widely recognized across several surveys 

and AI governance literature that failing projects result 

from poor data quality and undocumented pipelines 

(Mattila, 2024). McKinsey’s recent reviews and other 

industry literature emphasize that the foundational 

elements of data (i.e., clean, governed, and discoverable) 

are prerequisites for effective AI governance. 
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The lack of organizational collaboration. AI 

governance mandates organizational components merge 

(IT, data engineering, legal/compliance, and the lines of 

business). Silos form due to a lack of delineated, clearly 

structured roles, ownership, and motivation 

(TDWI/Immuta survey insights): MLOps and tooling 

erosion. Operational AI governance hinges on MLOps 

practices (CI/CD for models, drift detection, and lineage 

tooling). Governance is a major obstacle to large-scale 

production workflows, due to the inadequacy of current 

practices and the immaturity of MLOps processes across 

industries. 

 

Legal governance is affected by privacy regulations, 

particularly when fairness or bias analysis involves 

sensitive characteristics. Summaries from the OECD and 

other policymakers elaborate on the conflict between 

privacy restrictions and governance limitations that 

meaningful governance presents. (OECD). Organizational 

Talent shortages (data engineers, MLOps specialists, 

compliance coders) and resistance to change have been 

documented extensively. The absence of change 

sponsorship from the top and poor change management 

increases the likelihood of stagnation in initiatives or 

projects. (Database Trends and Applications). 

 

These patterns observed between 2022 and 2024 

have informed the design of the questionnaires and served 

as the basis for the diagnostic framework for this study. 

 

III. METHODOLOGY 

 

 Research Design 

The approach taken was quantitative and descriptive. 

A structured questionnaire was distributed to individuals 

in the private and public sectors who oversee data 

governance, AI, and ML technology implementation, 

compliance, and data engineering. 

 

 Population and Sampling 

 

 Target Population: AI program leads, compliance 

officers, MLOps engineers, data governance leads, and 

data engineers. 

 Sampling Method: Purposive sampling was employed 

using professional networks and specific industry 

groups. 

 

 Instrument 

The questionnaire comprised 28 closed items, which 

were sorted into: 

 

 Organizational profile & domain 

 Current governance capabilities and tools 

 Technical barriers (data quality, lineage, tooling) 

 Organizational and cultural barriers 

 Legal/privacy & compliance constraints 

 Measurement, ROI, and readiness 

 

Responses were collected using categorical 

selections and a Likert scale and were then summarized 

using frequencies and percentages. 

 

 Analysis 

For descriptive statistics, counts and percentages 

were given for each item, and these findings were 

displayed in tables, each followed by a discussion. 

 

IV. FINDINGS TABLES, FREQUENCIES & PERCENTAGE 
 

Table 1 Organizational Profile (Sector & Size) 

Sector / Size Frequency Percentage (%) 

Finance / Banking 22 22.0 

Healthcare / Pharma 14 14.0 

Technology / SaaS 20 20.0 

Manufacturing / Ops 12 12.0 

Public Sector / Govt 10 10.0 

Retail / Consumer 12 12.0 

Other (Energy, Education) 10 10.0 

Total 100 100.0 

 

Among the industries represented, finance and technology are the largest, with the most significant governance pressures 

and the fastest AI adoption. 

 

Table 2 Stated Maturity of AI-Driven Data Governance 

Maturity Level Frequency Percentage (%) 

Mature, enterprise-wide 8 8.0 

Developing (multiple pilots, partial rollout) 44 44.0 

Early pilots/pockets of capability 36 36.0 

No AI-driven governance yet 12 12.0 

Total 100 100.0 
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Only 8% of the organizations report having a 

developed AI governance program. The greatest portion of 

organizations, 44%, report being in the development stage 

with partial rollouts, while a significant 36% are at the 

pilot stage. This is consistent with findings across the rest 

of the industry, where most organizations seem to be 

experimenting with AI governance. Most organizations 

have not automated AI governance into their operations. 

 

Table 3 Prevalence of Core Technical Controls (Select Those Implemented) (Respondents Could Select Multiple Controls.) 

Control / Tool Frequency Percentage (%) 

Data catalog & metadata management 64 64.0 

Lineage/provenance tools 46 46.0 

Automated data quality checks (rules/tests) 58 58.0 

Drift detection (data & model) 38 38.0 

Policy-as-code / automated enforcement 30 30.0 

Access control automation / Role-Based Access Control (RBAC) Integration. 50 50.0 

Explainability/model interpretability tooling 28 28.0 

Audit logging & immutable logs 34 34.0 

 

Having basic data catalogs and performing data 

quality checks are common, employed by 64% and 58%, 

respectively. However, the more sophisticated capabilities 

of drift detection, policy-as-code, and explainability are far 

rarer. This shows that organizations are more likely to 

focus on data discovery and the use of static quality tools, 

while failing to implement active monitoring and 

enforcement of policies. 

 

 
Fig 1 Technical Barriers 

 

The most prevalent technical barrier is poor data 

quality, mentioned by 78% of respondents. Lack of lineage 

and data silos are also significant, confirming that poor 

foundational data engineering is the dominant blocker to 

AI governance. This is consistent with the literature on 

poor data foundations that undermine AI and governance 

efforts. 
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Fig 2 Organizational & Cultural Barriers 

 

Skill shortages (67%) and a lack of executive 

sponsorship (62%) are leading to non-technical obstacles. 

Even with the tools available, enterprises struggle with 

stakeholder alignment, budget allocation, and the 

recruitment/retention of appropriate talent. These have 

also been noted in industry surveys as widespread barriers 

to implementation. 

 

 
Fig 3 Legal & Privacy Constraints 

 

The legal/privacy barrier is limited access to 

sensitive attributes, which complicates assessments of 

bias/fairness and fine-grained governance telemetry. 

Cross-border rules and retention requirements especially 

complicate the situation for global enterprises. The lack of 

clear regulations, as noted in the OECD analysis, is also a 

practical deterrent to implementation. 

 



160 

 

Table 4 Measurement & ROI Readiness 

Statement Yes Partly No Percentage (Yes) 

We have KPIs to measure data governance ROI 38 30 32 38.0 

We can track the cost/benefit to AI governance initiatives 26 34 40 26.0 

We conduct post-deployment governance audits regularly 22 28 50 22.0 

 

Less than half the respondents (38%) have KPIs for 

data governance ROI. A quarter of respondents (26%) can 

accurately track costs and benefits, and only 22% perform 

regular governance audits after deployment. The 

inadequate measurement in this area justifies the claim of 

absence and a significant gap in demonstrating value-

sustaining investment. 

 

V. DISCUSSION 
 

Four interdependent problem clusters identified from 

the literature and survey results outline the issues 

enterprises face in the governance of AI-powered tools and 

technologies. 

 

Weaknesses in foundational data engineering: Poor 

data quality, undocumented lineage, and siloed 

architectures produce noisy inputs and opaque flows. 

Ultimately, AI governance tools cannot be reliably 

controlled. Higher-order governance automation will be 

inherently brittle until these fundamentals are addressed. 

Tooling & MLOps immaturity: While catalogs and basic 

quality checks are standard, enterprises lag on continuous 

monitoring (drift detection), policy-as-code, robust 

model/versioning, and automated remediation, all of 

which are necessary for scalable AI governance. This gap 

results in costly manual work and prolonged time-to-

value. 

 

Organizational alignment and skills: Good tools will 

not save an initiative from failure without executive 

sponsorship, clear cross-functional roles, and staff who 

can run MLOps and governance pipelines. This is 

compounded by skill gaps and unclear ownership, which 

are significant risk multipliers. Legal/privacy constraints 

and measurement deficits: Regulatory constraints limit the 

telemetry necessary for fairness and governance checks, 

and ROI measurement practices make it difficult to justify 

ongoing investment. Reporting from the OECD and the 

relevant sector shows that legal uncertainty is pervasive. 

These impediments combined explain why many firms 

remain in pilot stages and why few have fully mature, 

enterprise-wide AI governance programs. 

 

VI. RECOMMENDATIONS AND PRACTICAL 

ROADMAP 
 

To successfully implement AI-related data 

governance initiatives, organizations need to take a 

phased, practical approach to governance foundations, 

tooling, people resources, and legal considerations. The 

implementation covers the following areas. 

 

 

 

 Executive Sponsorship & Strategy:  

Align business outcomes on AI governance and 

obtain executive sponsorship. Focus on measurable 

outcomes, such as risk mitigation, time savings on audits, 

and compliance preparedness. Formulate governance KPIs 

and secure budget allocation for them. (This covers the 

measurement gap in Table 4). 

 

 Data Basics (Quick Wins):  

Establish data catalogs, schema specifications, and 

metadata to be collected and refine them (high ROI, 

widely adopted). Focus on primary lineage and 

provenance capture in primary pipelines (reduces 

troubleshooting time and supports audits). 

 
 Tooling Enhancement of MLOps:  

Establish CI/CD for models, model/data versioning, 

and automatic unit tests for data and models.  Manage to 

automate monitoring governance as well as drift detection 

and scheduled governance checks (this replaces the 

manual governance checks). 

 
 Roles, Skills & Organizational Change:  

Build cross-disciplinary governance teams 

(product, legal, data engineering, and security). Support 

hiring and training in MLOps, data stewardship, and 

compliance automation engineering. Communicate to 

mitigate cultural resistance and use pilot projects to 

showcase cultural shifts. 

 
 Privacy & Legal Engineering:  

Build privacy-preserving testing approaches 

(synthetic data, secure enclaves, federated audits) to 

enable bias/fairness testing without violating the law. 

Engage legal teams early and adopt adaptive compliance 

templates to respond to evolving regulations (e.g., regional 

AI acts). 

 

 Measurement & Continuous Improvement:  

Adopt KPIs for ROI and operational health (mean 

time to detect/resolve governance incidents, percent of 

pipelines with lineage, audit pass rates). Institutionalize 

post-deployment audits and periodic reviews to 

demonstrate value and surface areas for improvement. 

 

VII. CONCLUSION 
 

There is great potential for AI in data governance, but 

obstacles in almost every organization mar its 

implementation. The survey snapshot for this sample size 

indicates that most obstacles revolve around inadequate 

data quality and lineage, undeveloped tools and MLOps, 

gaps in the organization/sponsorship, privacy/legal issues, 

and ineffective ROI assessment. Barriers need to be 

addressed in sequence, starting with the executive 
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alignment and data fundamentals, then advancing to tools 

and MLOps maturity, cross-functional governance, skills 

development, privacy-conscious experimentation, and 

robust assessment frameworks. Practice in the field and 

analyses of policies also emphasize the same priorities and 

stress the urgency of practical and sequential actions. 
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