International Journal of Scientific Research and Modern Technology (IJSRMT) ijsrmt.com
Volume 3, Issue 6, 2024
DOI: https://doi.org/10.38124/ijsrmt.v3i6.635

Secure Routing Algorithms Integrating Zero Trust
Edge Computing for Unmanned Aerial Vehicle
Networks in Disaster Response Operations

Chima Nwankwo Idika'; Ugoaghalam Uche James?; Onuh Matthew Ijiga’;
Nonso Okika*; Lawrence Anebi Enyejo®

"Department of Computer Science, Prairie View A & M University, Prairie View Texas, USA
*Department of Computer Information Systems. College of Engineering, Prairie View A & M University,
Praire View 77446, Texas, USA

3Department of Physics, Joseph Sarwaan Tarkaa University, Makurdi, Benue State, Nigeria

*Network Planning Analyst, University of Michigan, USA

SDepartment of Telecommunications, Enforcement Ancillary and Maintenance, National Broadcasting
Commission, Aso-Villa, Abuja, Nigeria

Publication Date 2024/06/28

Abstract

Disaster response operations increasingly rely on Unmanned Aerial Vehicles (UAVs) for real-time situational awareness,
resource delivery, and communication relay in environments with degraded infrastructure. However, the decentralized and
dynamic nature of UAV networks introduces significant security and trust challenges, especially when operating in hostile or
uncertain conditions. This review explores secure routing algorithms enhanced by Zero Trust Architecture (ZTA) principles
and Edge Computing paradigms to strengthen the resilience and confidentiality of UAV communications in disaster zones.
The integration of zero trust ensures that all communication nodes are continuously authenticated, authorized, and encrypted,
while edge computing provides low-latency processing, decentralized intelligence, and operational autonomy. We examine
recent advances in secure routing mechanisms, including trust-aware protocols, identity-based encryption, and blockchain-
integrated path selection. Furthermore, the review assesses the deployment of edge nodes for on-site threat detection, anomaly
mitigation, and routing optimization. By synthesizing findings from academic and field studies, this paper highlights current
gaps, identifies future research directions, and presents a conceptual framework for implementing zero trust-secured edge-
based routing in UAV-based disaster management systems.

Keywords: Secure Routing Algorithms,; Zero Trust Architecture (ZTA); Edge Computing; Unmanned Aerial Vehicles (UAVS),
Disaster Response Networks.

L. INTRODUCTION highly dynamic topology and broadcast nature of UAV

communications render these networks vulnerable to a

» Background and Motivation

The deployment of Secure Routing Algorithms
Integrating Zero Trust Edge Computing for Unmanned
Aerial Vehicle Networks in Disaster Response Operations
has become increasingly critical in modern emergency
management systems. UAVs are frequently employed for
reconnaissance, search and rescue, and delivery of
humanitarian supplies in disaster-affected areas due to
their mobility and ease of deployment. However, the

broad spectrum of attacks, including route poisoning,
impersonation, and packet interception (Gupta et al.,
2016). These threats are exacerbated in disaster
environments where infrastructure is degraded, making
secure routing protocols a necessity rather than an option.

Moreover, real-time intelligence gathering in post-
disaster scenarios necessitates decentralized and low-
latency decision-making frameworks. Traditional cloud-
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centric architectures fall short in supporting these time-
sensitive operations due to latency and bandwidth
constraints. This shortcoming motivates the integration of
edge computing, which provides computational resources
closer to the UAV network, thereby enabling localized
processing, secure decision-making, and reduced reliance
on backhaul networks (Abbas et al., 2018). Integrating
ZTA into these systems further ensures that every access
request within the network is verified continuously,
eliminating implicit trust and mitigating insider threats.
Thus, this paper is motivated by the urgent need to
engineer resilient, secure, and intelligent UAV
communication frameworks for high-stakes disaster
response missions.

» Relevance of UAVs in Disaster Response

The Relevance of UAVs in Disaster Response is
underscored by their ability to provide rapid situational
awareness and logistical support in environments where
conventional infrastructure is compromised. UAVs are
uniquely capable of navigating hazardous terrains,
mapping affected zones, and establishing temporary
communication backbones, especially when terrestrial
networks are unavailable or destroyed. Their integration
with  multi-sensor ~ systems  enables  real-time
environmental monitoring and data acquisition for
emergency responders, facilitating informed decision-
making in time-critical scenarios (Erdelj et al., 2017). The
application of UAVs extends beyond reconnaissance. For
instance, during post-earthquake rescue efforts or flood
response operations, UAVs equipped with thermal
cameras and LiDAR sensors can detect survivors beneath
rubble or monitor rising water levels with centimeter-level
precision. These capabilities are further enhanced through
edge-enabled payloads that process data onboard,
minimizing latency and ensuring that first responders
receive actionable insights immediately. Moreover, the
convergence of UAVs with edge-of-things infrastructures
has facilitated applications such as real-time health
monitoring of isolated populations and delivery of medical
supplies in inaccessible areas (Ray et al., 2020). Given the
high mobility, scalability, and autonomous coordination
capabilities of UAVs, their role in modern disaster
response ecosystems is irreplaceable. They represent not
only a tactical asset but also a foundational component in
building resilient, real-time situational response
architectures.

» Security Vulnerabilities in UAV Communication
Networks

The Security  Vulnerabilities in  UAV
Communication Networks have emerged as a critical
area of concern, particularly in the context of disaster
response where reliability and trust are paramount.
Unmanned Aerial Vehicle (UAV) networks, or Flying Ad
Hoc Networks (FANETs), inherently possess dynamic
topologies, high mobility, and line-of-sight reliance—
factors that exacerbate susceptibility to interception,
spoofing, jamming, and denial-of-service (DoS) attacks
(Bekmezci et al., 2013). These vulnerabilities stem largely
from the absence of centralized control, constrained

computational resources, and reliance on open wireless
communication channels.

A significant threat is GPS spoofing, which can
redirect UAVs away from their intended path, potentially
leading to mission failure or collisions. Additionally, the
broadcast nature of communication among UAVs and
ground control stations facilitates eavesdropping and
unauthorized data access, especially when standard
encryption  protocols are inadequately applied.
Compromised nodes within the network can act as internal
adversaries, injecting false routing information or
manipulating data streams.

The inherent challenges are compounded by the
latency-sensitive and bandwidth-limited characteristics of
UAV communications. According to Tsao, et al. (2022),
lightweight cryptographic schemes and trust-aware
routing mechanisms are essential to defend against real-
time cyber-physical threats. Therefore, the development of
secure, decentralized protocols—such as those anchored in
Zero Trust principles—is vital for operational integrity in
UAV-based disaster relief networks.

» Objectives and Scope of the Study

This study aims to explore the integration of secure
routing algorithms with ZTA and edge computing in
Unmanned Aerial Vehicle (UAV) networks tailored for
disaster response operations. The primary objective is to
investigate how these technologies can collectively
enhance communication integrity, operational resilience,
and real-time decision-making in environments where
conventional infrastructure is compromised. The scope of
the study includes a comprehensive review of existing
secure routing protocols, the principles and applicability
of ZTA in UAV networks, and the role of edge computing
in supporting low-latency, decentralized processing.
Emphasis is placed on identifying technical gaps,
evaluating performance benchmarks, and proposing a
unified framework that addresses cybersecurity threats,
scalability, and mission-critical responsiveness in disaster
scenarios.

» Structure of the Paper

This paper is organized into six main sections.
Following the introduction, which outlines the
background, relevance, security challenges, objectives,
and scope, Section 2 presents an in-depth review of secure
routing protocols within UAV networks, highlighting their
strengths and limitations in disaster response contexts.
Section 3 examines the principles of Zero Trust
Architecture and its potential to fortify UAV
communication by eliminating implicit trust and enforcing
continuous verification. Section 4 explores the role of edge
computing in enabling localized intelligence, threat
mitigation, and rapid data processing in UAV systems.
Section 5 integrates these domains by proposing a
conceptual model that combines secure routing, ZTA, and
edge computing, including performance considerations
and architectural synergies. Finally, Section 6 discusses
prevailing challenges, identifies future research directions,
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and offers concluding insights on the path toward resilient
and secure UAV-based disaster response infrastructures.

II. SECURE ROUTING IN UAV NETWORKS

» Classification of Routing Protocols for UAVs

The Classification of Routing Protocols for UAVs
plays a critical role in determining the efficiency and
resilience of aerial communication in dynamic and
infrastructure-compromised environments. UAV
networks, particularly Flying Ad-Hoc Networks
(FANETs), demand routing algorithms that can swiftly
adapt to frequent topological changes, high mobility, and
varying link qualities as shown in figure 1. Broadly,
routing protocols in UAVs are categorized into proactive,
reactive, hybrid, and position-based protocols. Proactive
protocols like Optimized Link State Routing (OLSR)
continuously maintain updated routes, ensuring minimal
latency but often at the cost of increased control overhead

(Aguirre et al., 2020). Reactive protocols, such as Ad hoc
On-Demand Distance Vector (AODV), establish routes
only when needed, conserving bandwidth but introducing
delays during route discovery. Hybrid models attempt to
balance these trade-offs by combining proactive backbone
structures with reactive extensions. Position-based routing
protocols, leveraging GPS and inertial data, are
particularly well-suited for UAVs due to their reliance on
geographical awareness rather than complete route tables.
Examples include Greedy Perimeter Stateless Routing
(GPSR), which dynamically adjusts packet forwarding
based on real-time UAV locations (Bekmezci & Sahingoz,
2015). Each protocol class offers unique benefits and
drawbacks, and their suitability depends heavily on
mission parameters, node density, and environmental
constraints—factors especially relevant in disaster-
response scenarios where reliability, latency, and
autonomy are paramount.
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Fig 1 Diagram Illustration of Taxonomy of UAV Routing Protocols Based on Operational Strategy and Network
Adaptability

Figure 1 Illustrates the Classification of Routing
Protocols for UAVs diagram organizes UAV network
routing strategies into three primary branches: Proactive,
Reactive, and Position-Based Protocols, each optimized
for specific operational contexts within dynamic aerial
environments. Proactive protocols, such as OLSR and
DSDYV, maintain consistent and up-to-date routing tables
by periodically exchanging control messages, which
ensures low-latency route availability but incurs
significant bandwidth and energy overhead—an issue in
resource-constrained UAV platforms. Reactive protocols,
including AODV and DSR, address this inefficiency by
initiating route discovery only when needed, thus
conserving resources at the expense of increased initial
packet delay, which can impact performance in time-
sensitive missions. In contrast, Position-Based protocols
like GPSR and GOPR leverage real-time geographic
coordinates obtained via GPS to make forwarding
decisions without maintaining end-to-end route states.
These protocols are particularly suited for highly mobile

UAV swarms, offering scalability and resilience in
topology-volatile scenarios, although they depend heavily
on accurate and uninterrupted location data. Collectively,
the diagram highlights how each routing category balances
trade-offs between latency, resource consumption,
scalability, and adaptability—factors critical for selecting
the most appropriate protocol under varying disaster
response conditions where communication reliability and
operational efficiency are paramount.

» Trust-Based and Cryptographic Routing Techniques
Trust-Based and Cryptographic Routing Techniques
have emerged as foundational components in enhancing
the integrity and resilience of UAV communication
networks, particularly in disaster response operations.
Trust-based routing integrates behavior monitoring and
trust score mechanisms to assess the reliability of nodes
dynamically. This approach helps mitigate insider threats
and compromised nodes by favoring trustworthy peers in
the routing process. Trust computation frameworks
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typically consider direct interactions, recommendation
systems, and contextual attributes such as mobility and
energy levels (Anwar, et al., 2019). For example, if a UAV
consistently drops packets or alters routing data, its trust
score is downgraded, thereby isolating it from future
communications.

Cryptographic techniques further reinforce routing
security by ensuring confidentiality, integrity, and
authentication. Lightweight encryption schemes, such as
Elliptic Curve Cryptography (ECC), offer high security
with minimal computational overhead, making them ideal
for resource-constrained UAV nodes. Integration of
blockchain technology has also gained attention as a
decentralized solution to prevent route manipulation,
tampering, and unauthorized access. Kumar et al. (2020)
demonstrated a hybrid approach where blockchain
maintains an immutable ledger of route histories, and ECC
ensures secure transmission, reducing the risk of data
spoofing and man-in-the-middle attacks. These trust-
anchored cryptographic protocols are essential in ensuring
end-to-end security and robustness in aerial networks
deployed during complex, high-risk disaster response
missions.

» Threat Models in UAV Ad Hoc Networks (UANETS)

o Threat Models in UAV Ad Hoc Networks (UANETS)

UAV Ad Hoc Networks (UANETSs) are highly
vulnerable to a broad range of threats due to their
distributed architecture, mobility, and dependency on
wireless communication. The Threat Models in UAV Ad
Hoc Networks (UANETSs) encompass both external and
internal adversaries capable of exploiting routing
protocols, data flows, and trust mechanisms. One major
threat is the blackhole attack, where a malicious node
advertises false routes to intercept and drop packets,
severely disrupting communication flows (Khan et al.,
2017). Similarly, wormhole attacks involve colluding
nodes establishing low-latency tunnels to distort routing
paths, misleading neighboring nodes and allowing
attackers to manipulate traffic flow.

In more advanced scenarios, Sybil attacks allow a
single compromised UAV to assume multiple identities,
disrupting network consensus and inflating routing or
voting protocols. Compounded with GPS spoofing,
attackers can mislead navigation systems, resulting in
mission failure or physical collision. The challenge
escalates when such attacks are coordinated across
multiple ~ compromised nodes, particularly in

infrastructure-deficient disaster zones where there is little
external verification.

Raza et al. (2013) underscore the limitations of
traditional intrusion detection systems in ad hoc
environments, noting the difficulty of real-time monitoring
and the absence of centralized oversight. Lightweight,
real-time defense mechanisms must be embedded within
UAV platforms, capable of autonomous threat detection
without compromising mobility or operational speed. This
necessitates the development of adaptive, trust-based, and
behavior-driven threat models tailored for the volatile
dynamics of UANETSs.

» Limitations of Conventional Secure Routing in Disaster
Scenarios

The Limitations of Conventional Secure Routing in
Disaster Scenarios are evident in the inability of traditional
routing protocols to cope with the dynamic, unpredictable,
and infrastructure-deficient environments characteristic of
post-disaster zones as presented in table 1. Many
conventional secure routing algorithms, while effective
under stable conditions, are unable to adapt to rapidly
changing topologies, intermittent connectivity, and
heterogeneous UAV fleets with varying resource
constraints. Li et al. (2019) argue that most protocols were
designed for Mobile Ad Hoc Networks (MANETs) or
Vehicular Ad Hoc Networks (VANETs), which differ
significantly from UANETs in terms of node density,
altitude variability, and movement patterns.

A key limitation is the reliance on periodic route
maintenance and table-driven approaches, which
introduce excessive control overhead and latency—
unacceptable in  time-critical  disaster  missions.
Additionally, the lack of real-time trust assessment in
many legacy protocols results in vulnerability to insider
threats, such as compromised UAVs acting as legitimate
routing nodes. The absence of integrated security layers
within the routing logic also makes protocols like AODV
and DSR susceptible to blackhole and route replay attacks.

Shakhatreh et al. (2019) further highlight the energy
and computation trade-offs, noting that existing secure
routing schemes often fail to account for UAV-specific
constraints such as limited battery life and processing
power. These challenges underscore the need for a
paradigm shift toward context-aware, adaptive, and
security-driven routing frameworks—ideally integrating
Zero Trust and edge intelligence—to meet the demands of
high-risk disaster relief operations where agility, security,
and reliability are non-negotiable.

Table 1 Summary of Limitations of Conventional Secure Routing in Disaster Scenarios

Aspect Description Implication in Disaster Suggested
Scenarios Mitigation
Static Routing Routes are predefined or slowly Poor performance in Use adaptive, trust-
Assumptions adaptive rapidly changing topologies aware, real-time routing
algorithms
Lack of Security and trust not tied Inability to detect Integrate
Context Awareness | to situational or environmental contextual anomalies environmental sensing with
changes trust evaluation

90



and reduced communication

Shortened UAV battery life Adopt lightweight
routing protocols with

throughput efficient control signaling

High Control Frequent route updates
Overhead consume bandwidth and energy
Limited Insider Relies on cryptographic

Threat Detection keys without behavioral
validation

compromised or spoofed UAVs

Vulnerable to Incorporate behavior-
based trust scoring and

Zero Trust principles

» Zero Trust Architecture (ZTA) for UAV Systems

o Principles and Components of Zero Trust Security

The Principles and Components of Zero Trust
Security underpin a paradigm shift in cybersecurity,
particularly relevant for Unmanned Aerial Vehicle (UAV)
systems deployed in volatile environments such as disaster
response operations. Unlike traditional perimeter-based
models, Zero Trust (ZT) assumes that threats can originate
both outside and inside the network, thereby enforcing a
“never trust, always verify” approach (Kindervag, 2010).
This framework eliminates implicit trust and mandates
strict identity verification, device health checks, and
contextual access controls before granting any interaction
between entities within the network.

Key components of ZTA include the Policy Decision
Point (PDP), Policy Enforcement Point (PEP), and trust
algorithm engines. The PDP evaluates access requests
based on continuous risk assessments, while the PEP
enforces access decisions in real-time. Central to ZT is
continuous diagnostics and monitoring (CDM), which
ensures persistent verification of identity, device integrity,
and environmental context before, during, and after access
is granted (Rose et al., 2020). In UAV networks, this may
include validating UAV firmware integrity, encryption
status of communication channels, or operational
behaviors relative to mission parameters.

ZT also integrates dynamic network segmentation
and least privilege principles, ensuring that access to UAV
data streams, control interfaces, or shared resources is
tightly controlled. This architecture is essential in disaster
contexts where compromised nodes or impersonated
UAVs could otherwise infiltrate mission-critical routing
paths, falsify reconnaissance data, or disrupt coordinated
aerial maneuvers.

» Policy Enforcement, Continuous Authentication, and
Micro-Segmentation

The effective realization of Zero Trust in UAV
networks depends heavily on Policy Enforcement,
Continuous Authentication, and Micro-Segmentation
mechanisms. Policy enforcement in a Zero Trust
framework entails the dynamic application of access
control decisions based on real-time evaluation of identity,
location, behavioral context, and mission-specific policies
as presented in table 2. In UAV networks, this can mean
restricting access to command-and-control APIs, payload
data, or shared communication relays unless stringent
policy checks are satisfied (Shahzad & Kolodziej, 2021).
Continuous authentication elevates the security posture by
replacing one-time credential verification with persistent
validation mechanisms throughout the duration of a
session. Behavioral biometrics, anomaly detection, and
cryptographic challenge-response protocols are employed
to ensure that the authenticated identity remains consistent
and unaltered. For UAVs in disaster scenarios, this may
involve validating that a UAV’s telemetry and movement
patterns match predefined behavioral signatures, signaling
that it has not been hijacked or spoofed mid-flight. Micro-
segmentation adds another layer of security by dividing
the UAV communication network into granular zones or
"micro-perimeters," each governed by its own set of access
rules (Capps & Jansen, 2019). This prevents lateral
movement of threats within the network, containing
breaches to isolated segments. For instance, surveillance
UAVs can be segmented from logistical UAVs and ground
control systems, ensuring that an intrusion in one domain
does not compromise the entire mission. The synergy
between these three security mechanisms forms the
operational backbone of Zero Trust in UAV systems,
offering precision control, containment, and resilience in
mission-critical deployments.

Table 2 Summary of Policy Enforcement, Continuous Authentication, and Micro-Segmentation

Aspect Description Implication in Disaster Scenarios Suggested Mitigation
Policy Real-time enforcement of access | Delays or failures if policy engines Distribute enforcement at
Enforcement decisions based on identity and are centralized edge nodes for local
context decision-making

Validation operations to detect anomalies

Continuous Ongoing identity verification Ensures real-time legitimacy but can Implement lightweight
Authentication | through behavior, credentials, and add latency and computation protocols optimized for
device states overhead UAV systems
Micro- Divides network into granular Limits lateral movement of threats | Use dynamic segmentation
Segmentation zones with restricted access but complicates network based on mission context
controls reconfiguration and node behavior
Behavioral Tracks deviations in UAV Enhances threat detection during Deploy anomaly detection

mission-critical phases

models at the edge for
proactive response.
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» ZTA Adaptation Challenges in UAV Networks

The implementation of ZTA in UAV networks is met
with distinct technical and operational constraints,
collectively referred to as ZTA Adaptation Challenges in
UAV Networks. Unlike static enterprise environments,
UAV  networks—particularly in  disaster-response
scenarios—operate under conditions of high mobility,
bandwidth variability, and limited computational
resources. The requirement for continuous authentication,
real-time monitoring, and granular access control places
significant demands on the onboard systems of UAVs,
which often operate with limited energy and processing
capacity (Tsao, et al., 2022).

Another core challenge is ensuring reliable identity
and policy enforcement in decentralized, ad hoc network
topologies. In the absence of a centralized trust authority
or cloud infrastructure, implementing consistent policy
verification becomes complex. Alcaraz and Lopez (2017)
note that latency-sensitive systems such as UAV swarms
must adopt lightweight ZTA models that avoid excessive
computation and communication overhead, or risk
operational delays and network fragmentation.

Environmental factors further exacerbate these
challenges. Disaster zones may suffer from signal
interference, GPS jamming, or physical obstructions,
making endpoint verification and device posture
validation unreliable. Moreover, the dynamic addition and
removal of UAVs in the network complicate trust
propagation and session management (Uzoma, et al.,
2024). These conditions necessitate the redesign of ZTA
components—such as trust engines and policy
enforcement points—into modular, edge-deployable
forms that are resilient to disruption while maintaining
policy consistency. As UAVs are increasingly deployed in
mission-critical domains, addressing these ZTA adaptation
constraints is essential for operational continuity and
cybersecurity assurance.

» Case Studies of Zero Trust in Tactical Edge Networks

The practical deployment of Zero Trust Architecture
in contested and decentralized operations is increasingly
illustrated through emerging Case Studies of Zero Trust in
Tactical Edge Networks, providing a roadmap for its
adaptation in UAV-based disaster response missions. In a
notable case, Ahmad et al. (2022) explored the application
of ZTA in 5G-enabled military tactical networks, where
real-time authentication, data protection, and micro-
segmentation were enforced across mobile edge nodes as
represented in figure 2. This model utilized identity-
centric policy orchestration and dynamic trust scoring to
continuously evaluate device behavior and access
privileges in battlefield scenarios, which parallel the
dynamic and threat-laden conditions in disaster
environments.

Lee et al. (2021) proposed an edge-centric ZTA
framework specifically for unmanned operations, such as
drones and robotic vehicles in adversarial terrains. Their
architecture implemented local policy enforcement nodes
with Al-enabled anomaly detection engines, ensuring that
any deviation in device behavior or communication
patterns triggered isolation protocols (Ononiwu, et al.,
2023). This case demonstrated how integrating Zero Trust
at the edge, rather than relying solely on centralized
control, can reduce detection-to-response latency and
prevent lateral movement of threats within mobile mesh
networks.

These case studies highlight key implementation
strategies: decentralizing trust decisions to edge devices,
utilizing adaptive identity verification, and embedding
policy engines within each node (Ononiwu, et al., 2023).
They also illustrate the operational viability of Zero Trust
in latency-sensitive, infrastructure-less environments,
affirming its relevance and adaptability for UAV swarms
tasked with autonomous disaster relief, real-time
reconnaissance, and secure data relay under constrained
and dynamic field conditions.
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Figure 2 illustrates a cyber-physical Zero Trust-based
tactical edge network represented through a highly
detailed, multilayered architecture. At the core lies a
secure command center managing a swarm of connected
devices, symbolized by UAVs, sensors, and mission-
critical systems—all encircled by protective layers of
encrypted communications, mutual authentication
protocols, and policy-enforced access boundaries.
Peripheral components, such as service meshes, cloud
interfaces, and service-based communications, emphasize
the distributed and decentralized nature of edge-based
Zero Trust deployments. Visual indicators like padlocks,
biometric icons, and segmented clouds reinforce the
principles of continuous authentication, micro-
segmentation, and real-time access control enforcement.
This visualization aligns with the concept described in
Section 3.4: Case Studies of Zero Trust in Tactical Edge
Networks, where ZTA is embedded directly into edge
computing infrastructures to secure autonomous UAV
operations in  hostile or infrastructure-limited
environments. In practical implementations—such as the
application of ZTA in 5G-enabled military networks—
authentication and trust verification are continuously
evaluated on-site by edge nodes, allowing UAVs and
tactical assets to detect threats, reroute traffic, and revoke
access autonomously without relying on central servers.
Another example involves unmanned systems equipped
with local policy enforcement modules and Al-driven
anomaly detectors that isolate malicious behavior in real
time. The diagram mirrors these real-world deployments
by showcasing a closed-loop security environment where
no entity is implicitly trusted, and all communications are
verified through encrypted channels and dynamic trust
algorithms, thereby demonstrating the resilience and
autonomy required in mission-critical tactical scenarios.

III. EDGE COMPUTING FOR UAV-BASED
DISASTER OPERATIONS

» Role of FEdge Computing in FEnhancing UAV
Capabilities

Edge computing is redefining the operational
landscape of unmanned aerial vehicles (UAVs) by shifting
computational resources from centralized cloud
infrastructures to decentralized, local processing units.
The Role of Edge Computing in Enhancing UAV
Capabilities lies in its ability to address latency,
bandwidth, and real-time decision-making constraints that
are especially critical in disaster response operations
(Ononiwu, et al, 2024). UAVs often operate in
environments with intermittent connectivity and must
function autonomously, processing large volumes of
sensory data such as thermal imaging, LiDAR, or
environmental telemetry. Relying on cloud servers for
computation introduces delay and vulnerability; edge
computing enables UAVs to process data locally, thereby
improving responsiveness and autonomy (Shi et al., 2016).

This paradigm allows UAVs to execute complex
functions such as object detection, path planning, and
environmental mapping directly on edge nodes (Imoh, et

al., 2024). For example, a UAV surveying a collapsed
building can locally process visual and thermal inputs to
identify human presence without needing to stream large
datasets to a remote server. Edge computing also supports
multi-UAV  coordination, where drones share locally
processed intelligence to optimize swarm behaviors and
mission coverage. Moreover, by embedding artificial
intelligence models at the edge, UAVs can adapt to real-
time threats, terrain shifts, or resource constraints.

In addition to performance benefits, edge computing
enhances security by reducing the attack surface
associated with long-range data transmission (Ijiga, et al.,
2024). Processing sensitive data locally limits exposure to
man-in-the-middle ~ attacks and  enhances  the
implementation of Zero Trust policies, ensuring mission-
critical operations remain secure, efficient, and resilient in
volatile disaster zones.

» Edge-Based Threat Detection and Response
Edge-based intelligence has emerged as a critical
enabler of Threat Detection and Response in autonomous
and distributed UAV networks, particularly in high-risk
disaster response scenarios where agility and rapid
decision-making are paramount. By embedding analytical
and anomaly detection models directly into edge nodes,
UAVs gain the ability to autonomously identify and
respond to cyber-physical threats without relying on
cloud-based infrastructures or external command centers.
This architectural shift is pivotal in minimizing response
times, isolating compromised assets, and maintaining
operational continuity (Preuveneers & Ilie-Zudor, 2017).

In practice, UAVs equipped with edge-based
intrusion detection systems can monitor data packet
anomalies, unexpected routing behaviors, or malicious
access attempts in real-time. For instance, if a UAV
experiences a GPS spoofing attempt or a sudden change in
network topology suggestive of a Sybil attack, its onboard
edge processor can trigger mitigation protocols, such as
route reconfiguration, isolation from the swarm, or
cryptographic challenge verification (Ijiga, et al., 2024).
These decisions occur without roundtrip communication
delays, which would be infeasible in time-sensitive
missions such as search and rescue or hazardous material
assessment.

Moreover, edge-based threat analytics facilitate
decentralized incident correlation across UAV fleets.
Drones can share alerts and context among local peers,
enabling swarm-level situational awareness and
coordinated defense (Ijiga, et al., 2024). This capability is
indispensable in contested or infrastructure-compromised
zones where traditional security infrastructures are absent.
By localizing threat detection and response, edge
computing not only enhances the resilience of UAV
networks but also strengthens the application of Zero Trust
principles in decentralized aerial ecosystems.
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» Integration of AI/ML at the Edge for Routing and
Anomaly Prediction

The Integration of AI/ML at the Edge for Routing and
Anomaly Prediction is rapidly advancing UAV operational
intelligence, particularly in disaster scenarios where real-
time responsiveness and autonomous decision-making are
essential (Ijiga, et al., 2024). Artificial intelligence (Al)
and machine learning (ML) models embedded at the edge
empower UAVs to self-optimize routing decisions, detect
anomalies, and adapt dynamically to environmental and
cyber-physical threats as represented in figure 3. These Al-
enabled edge architectures reduce dependence on cloud
infrastructures, mitigating latency and data transmission
vulnerabilities while supporting autonomous functionality
in infrastructure-deficient or contested environments (Al-
Turjman & Malekloo, 2020).

Machine learning algorithms such as Q-learning,
deep reinforcement learning, and graph neural networks
are increasingly applied to UAV routing, enabling drones

Fig 3 Picture of AI-Enabled Edg Computing for Autonomous U

Figure 3 vividly depicts a smart aerial surveillance
system, with a UAV (drone) operating over a digitally
enhanced industrial-agricultural landscape. The scene is
overlaid with glowing data streams, interconnected grid
structures, and algorithmic circuit paths, symbolizing real-
time edge-based Al and machine learning integration for
autonomous operations. This visualization directly
supports Section 4.3: Integration of AI/ML at the Edge for
Routing and Anomaly Prediction, where artificial
intelligence and machine learning algorithms are
embedded at the UAV edge to process environmental data
and network behaviors without relying on centralized
cloud infrastructure. In this context, the drone acts as a
mobile edge node capable of analyzing telemetry,
detecting route anomalies, predicting optimal flight paths,
and flagging potential threats using trained Al models like
reinforcement learning or unsupervised clustering. For
instance, it may autonomously reroute around congested
or compromised areas or identify abnormal heat patterns
indicative of equipment failure. The digital grid overlay in

to learn optimal path strategies based on network
congestion, energy levels, node reliability, and threat
assessments (Ijiga, et al., 2024). For instance, when a UAV
detects excessive packet loss or irregular hop delays, its
onboard ML engine can infer potential blackhole attacks
and reroute accordingly. Similarly, anomaly detection
models trained on telemetry, GPS data, and node behavior
can flag deviations suggestive of cyber intrusions,
hardware malfunctions, or environmental interference.

Al at the edge also supports swarm-level intelligence,
allowing UAV fleets to collaboratively share insights and
adjust routing protocols in real-time without central
coordination. This decentralization increases the system's
resilience and scalability (Igba, et al., 2024). By
embedding AI/ML at the edge, UAV networks in disaster
relief operations gain the capacity for predictive analytics,
intelligent adaptation, and secure, context-aware
routing—core attributes for mission-critical autonomy and
operational survivability.

—y —=
= > . .
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- S -
AV Routing and Anomaly Detection (Akin Analytics,

the image reinforces the concept of a data-aware airspace
where UAVs leverage situational awareness to make
predictive decisions in real time. This integration
significantly reduces response latency, conserves
bandwidth, and enables scalable swarm coordination
across edge devices, making it essential for rapid-decision
applications such as industrial inspections, disaster
response, and infrastructure monitoring. By embedding
intelligence at the edge, the system ensures resilience,
autonomy, and precision in mission-critical aerial
operations.

» Energy, Latency, and Scalability Considerations
Balancing Energy, Latency, and Scalability
Considerations is critical to the viability of secure,
intelligent UAV networks empowered by edge computing
in disaster response environments. UAVs are inherently
resource-constrained, particularly in terms of battery life
and processing capacity. Integrating computation-heavy
functions such as Al-based routing, secure authentication,
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and real-time threat detection at the edge demands efficient
strategies to minimize energy consumption without
compromising responsiveness or mission duration (Zhang
et al., 2016) as shown in table 3. Mobile edge computing
(MEC) platforms must carefully manage energy trade-offs
between local processing and wireless communication.
Energy-efficient offloading schemes are crucial, where
computational tasks are dynamically distributed among
edge nodes based on UAV load profiles, residual energy,
and mission priority. Zhang et al. (2016) propose context-
aware offloading algorithms that reduce system-wide
energy usage by factoring in both latency constraints and
channel conditions, a model directly applicable to UAV
disaster missions where timeliness and endurance are
paramount (Igba, et al., 2024). Latency minimization is
another core requirement. In time-sensitive applications

like search-and-rescue, milliseconds matter. Edge
computing reduces roundtrip delays by executing decision
logic closer to the UAV, but network congestion, node
mobility, and dynamic workloads can still introduce
unpredictability. Scalable architectures that support elastic
resource provisioning, decentralized orchestration, and
adaptive load balancing are essential to maintain QoS
across fleets of UAVs operating in dispersed or changing
terrains (Azonuche, & Enyejo, 2024). Scalability also
includes vertical scalability—enhancing node capacity—
and horizontal scalability—accommodating more UAVs
or services. A unified design that addresses these three
metrics concurrently ensures that UAV networks can scale
to meet complex, evolving mission demands without
sacrificing reliability, security, or efficiency.

Table 3 Summary of Energy, Latency, and Scalability Considerations

Aspect Description Implication in Disaster Scenarios Suggested Mitigation
Energy High power drain from Reduced flight time and mission Implement energy-aware
Consumption | computation and communication duration offloading and processing
at UAV nodes schemes
Latency Real-time data processing Delayed responses in search-and- Localize decision-making
Sensitivity demands sub-second rescue or hazard detection using edge computing
responsiveness
Scalability Difficult to manage multi-UAV Reduced efficiency and increased Use scalable edge
Challenges systems in dense or dynamic coordination overhead architectures and
environments decentralized orchestration
models
Resource Limited onboard memory, CPU, | Inability to run complex security or | Adopt model compression
Constraints and battery Al models and hardware-accelerated

inference techniques

Iv. INTEGRATING SECURE ROUTING, ZTA,
AND EDGE COMPUTING

» Conceptual Model for Secure Routing with ZTA at the
Edge

The Conceptual Model for Secure Routing with ZTA
at the Edge integrates three core pillars—ZTA, secure
routing protocols, and edge intelligence—to form a
resilient and autonomous framework tailored for UAV
networks in disaster response environments. At its core,
the model disaggregates decision-making from centralized
control and reallocates it to distributed edge nodes, where
routing logic, authentication processes, and trust analytics
are executed with minimal latency (Xie et al., 2020).

The proposed model consists of edge-enabled UAV
nodes embedded with ZTA micro-segmentation agents,
local trust engines, and encrypted routing modules. Upon
receiving a communication request, the system first
performs continuous authentication through behavioral
biometrics or device fingerprinting (Azonuche, & Enyejo,
2024). Simultaneously, a trust score is generated based on
historical data exchanges, node reputation, and
environmental context. This evaluation determines routing
permissions in real-time, rejecting or rerouting traffic
through more reliable peers when trust thresholds are not
met.

Routing decisions are governed by a policy
enforcement engine that considers both traditional QoS

metrics (e.g., hop count, bandwidth) and security
parameters (e.g., integrity, identity). Secure channels
between trusted edge devices are established using
lightweight encryption such as elliptic curve cryptography
(ECC). This architecture ensures that UAV networks not
only adapt rapidly to environmental volatility but also
proactively defend against adversarial threats through
policy-bound, identity-centric routing logic (Ayoola, et al.,
2024). By synthesizing ZTA principles with edge
computing, the model supports scalable, secure, and
mission-driven UAV operations in dynamic, high-risk
settings.

» Data Flow, Authentication, and Trust Evaluation in
Real-Time

The effective orchestration of Data Flow,
Authentication, and Trust Evaluation in Real-Time is vital
to the integrity and performance of UAV-based disaster
response systems operating under Zero Trust principles. In
such decentralized and adversarial environments, data
must traverse dynamically shifting topologies while
remaining secure, verified, and actionable. Real-time
authentication ensures that only authorized UAVs and
edge nodes are allowed to exchange information,
minimizing the risk of infiltration or spoofing (Stergiou, &
Psannis, 2017) as represented in figure 4. The system
architecture ~ supports  continuous, context-aware
authentication by evaluating multiple parameters such as
device posture, time of access, location, and network
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behavior. Instead of one-time login credentials, identity is
persistently validated through trust scoring models
powered by machine learning (Atalor, et al., 2023). These
models assess node behavior across historical sessions to
flag anomalies, such as sudden changes in communication
frequency, unauthorized data access attempts, or
misalignment between telemetry and GPS data.

Data flow is managed through a secure routing
protocol where trust levels are calculated dynamically and
fed into the route selection process. Nodes with low or
fluctuating trust scores are deprioritized or bypassed. This
mechanism minimizes exposure to compromised peers
while maintaining operational continuity. To ensure
confidentiality and integrity, transmitted packets are
signed and encrypted using session-specific keys
negotiated at the edge.

The combination of distributed trust engines and
real-time authentication streams creates a UAV network
capable of self-healing, autonomous decision-making, and
risk-aware communication (Atalor, et al., 2023). This
design supports responsive coordination and secure data
propagation, critical for effective disaster response in
disconnected and unpredictable environments.

Figure 4 presents a dual-branch architecture
capturing the secure operation of UAV communication

systems under Zero Trust principles. On the left branch,
the Data Flow Pipeline illustrates how UAVs collect sensor
data—such as telemetry, GPS, and video—which is then
preprocessed locally using edge computing capabilities to
reduce latency and bandwidth consumption. The data is
encrypted using lightweight cryptographic algorithms,
ensuring confidentiality during transmission. Routing
decisions are made based on both network performance
metrics and security conditions, ensuring optimal and
secure data delivery paths. The right branch represents the
Real-Time Trust and Authentication Logic, where every
node or data packet undergoes continuous identity
verification via techniques like session token validation
and behavioral analysis. A dynamic trust scoring engine
evaluates UAV behavior history, communication
consistency, and responsiveness to determine reliability.
Simultaneously, an embedded anomaly detection
module—often powered by machine learning—flags
deviations from normal behavior, such as unexpected
movement patterns or excessive packet drops. Only nodes
with verified identities and sufficient trust scores are
granted data routing or control access, enforced through an
automated policy engine. Together, both branches form a
synchronized system that enables secure, intelligent, and

autonomous UAV  operations in mission-critical
environments such as  disaster zones, where
communication integrity and threat resilience are
paramount.
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Fig 4 Diagram Illustration of Real-Time Data Flow, Authentication, and Trust Evaluation Framework for Secure UAV Edge
Networks

» Synergy Between Edge Processing and Zero Trust
Enforcement
The Synergy between Edge Processing and Zero
Trust Enforcement represents a pivotal transformation in
secure autonomous systems, particularly UAV networks
deployed for real-time disaster management. Edge

processing offers local computation, enabling real-time
data analytics, Al-driven anomaly detection, and routing
optimization close to the data source. When fused with
Zero Trust principles—continuous authentication, least-
privilege access, and dynamic policy enforcement—edge
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computing evolves from a performance-enhancing tool
into a security enabler (Yousefpour et al., 2019).

This synergy allows security enforcement to be both
distributed and intelligent. Instead of relying on
centralized verification points or static firewall rules, each
edge node becomes a self-contained policy enforcement
point (PEP). UAVs can instantly verify access
permissions, assess device trustworthiness, and respond to
potential threats without waiting for command center
directives (Akindotei, et al., 2024). For instance, if a node
exhibits anomalous behavior, edge-based ZTA policies can
autonomously isolate the node, re-encrypt communication
channels, and reroute traffic—all in milliseconds.

Moreover, edge processing enhances micro-
segmentation by allowing UAVs to dynamically
reconfigure access zones based on mission phases or
environmental triggers. A reconnaissance UAV capturing
sensitive imagery may activate stricter encryption and
access filters when operating over populated zones,
enforced directly at the edge. This localized control
reduces latency and improves responsiveness while
ensuring that no implicit trust governs data exchanges.

Together, edge computing and ZTA form a symbiotic
defense architecture—combining real-time intelligence
with rigorous access control—to enable resilient, self-
protecting UAV systems in volatile, latency-sensitive
disaster response operations.

» Performance Evaluation Metrics and Benchmarks
The assessment of secure routing systems
incorporating ZTA and edge computing for UAV networks
in disaster scenarios demands well-defined Performance
Evaluation Metrics and Benchmarks. These metrics
quantify the system’s resilience, responsiveness, and
resource efficiency under variable and often adversarial
conditions. To ensure that UAV-enabled disaster

operations meet  mission-critical  requirements,
performance must be evaluated across a multi-dimensional
spectrum, including security, latency, energy, throughput,
and reliability (Pandey, et al., 2022) as presented in table
4.

One primary metric is end-to-end delay, which
reflects the time required for data to traverse from a UAV
to the ground control or between UAVs. Low latency is
essential in time-sensitive applications such as victim
detection or environmental hazard alerts. Packet delivery
ratio (PDR) is another vital indicator, denoting the
percentage of successfully delivered packets over the total
sent. A high PDR confirms routing reliability and effective
trust enforcement.

Routing overhead quantifies the control traffic
generated by routing protocols, which must be minimized
to preserve bandwidth and energy (Aikins, et al., 2024).
For secure UAV systems, authentication latency and trust
computation time serve as benchmarks for Zero Trust
implementation efficiency. The quicker these operations
are performed, the more adaptive and scalable the UAV
network becomes. Energy consumption per operation is
critical in edge-deployed environments, where limited
battery  capacity  constrains  computational  and
communication tasks.

Security-specific metrics, such as false positive rate
and attack detection accuracy, help evaluate the robustness
of embedded threat detection algorithms (Ajayi, et al.,
2024). Together, these metrics enable the rigorous
benchmarking of integrated systems, ensuring UAV
networks remain agile, secure, and efficient in complex
disaster-response landscapes.

Table 4 Summary of Performance Evaluation Metrics and Benchmarks

Al inference

Metric Description Implication in Disaster Benchmark Use Case
Scenarios
End-to-End Time taken for data to travel Critical for real-time responses Evaluate edge-enabled vs. cloud-
Delay across nodes (e.g., hazard alerts, victim based communication delay
detection)
Packet Ratio of successfully Indicates routing reliability and Benchmark routing protocol
Delivery Ratio | delivered packets to total sent network stability performance under node failures
(PDR)
Authentication Time to validate identities Affects responsiveness during Compare Zero Trust vs. traditional
Latency and permissions dynamic access scenarios PKI schemes
Energy per Average energy cost for Impacts UAV operational Profile system-level power draw
Operation cryptography, trust checks, or lifespan across typical mission tasks

V. CHALLENGES, FUTURE
DIRECTIONS, AND CONCLUSION

» Research Gaps in Current Literature

Despite  considerable  advances in  UAV
communication systems, current literature reveals
significant research gaps in integrating secure routing

protocols with ZTA and edge computing for disaster
response operations. Most existing studies address these
components in isolation, with limited exploration of their
cohesive interaction in dynamic UAV ad hoc environments.
There is a noticeable deficiency in adaptive trust evaluation
frameworks that can operate efficiently under resource
constraints typical of edge-deployed UAVs. Furthermore,
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the scalability and interoperability of secure routing
protocols across heterogeneous UAV platforms remain
underexplored, particularly in environments with
fluctuating topologies, intermittent connectivity, and
limited infrastructure. Few empirical studies simulate real-
world disaster scenarios with varying node mobility, energy
constraints, and adversarial threats to validate the
robustness of proposed models.

» Open Challenges in Real-World Implementations

Real-world implementation of ZTA-driven secure
routing at the edge faces multifaceted challenges. Chief
among them is the computational overhead of continuous
authentication and real-time trust assessment on UAVs with
constrained processing power and battery life. Establishing
decentralized policy enforcement without relying on
constant  connectivity  introduces  synchronization
complexities and trust fragmentation. Environmental
uncertainties, such as signal interference, electromagnetic
obstructions, and terrain variability, also impair edge-to-
edge communication and consistent trust propagation.
Additionally, UAV swarms must dynamically manage
access privileges and threat isolation in the absence of a
centralized control plane, posing significant difficulties in
policy coordination. These challenges necessitate
lightweight, decentralized, and self-healing architectures
tailored for mission-critical deployments.

» Emerging Trends (e.g., Blockchain, Federated
Learning, SDN)

Emerging technological trends offer promising
pathways for advancing secure UAV networks. Blockchain
introduces immutable trust ledgers and decentralized access
control, mitigating insider threats and route manipulation.
Federated learning enables distributed AI model training
without exposing raw data, enhancing anomaly detection
while preserving bandwidth and privacy. Software-defined
networking (SDN) decouples control from the data plane,
allowing dynamic route orchestration and policy
reconfiguration in real-time. Combining these innovations
with edge-based Zero Trust systems allows UAV swarms to
autonomously adapt to evolving threats, optimize routing
paths, and enforce fine-grained access control across
collaborative nodes. These trends point toward the next
generation of intelligent, secure, and resilient aerial
systems.

» Conclusion and Recommendations

The integration of secure routing algorithms with Zero
Trust Architecture and edge computing represents a
transformative approach for enabling resilient UAV
networks in disaster response scenarios. This review has
demonstrated that embedding continuous authentication,
dynamic trust evaluation, and localized processing
empowers UAVs to operate autonomously, securely, and
efficiently in volatile, infrastructure-degraded
environments. However, achieving operational maturity
requires addressing persistent gaps in real-world validation,
scalability, and energy optimization. Future research should
prioritize the co-design of lightweight trust models, edge-
native encryption protocols, and distributed policy
enforcement mechanisms. It is also recommended that

simulation environments evolve to emulate adversarial
conditions, multi-UAV coordination, and real-time
constraint variations. Integrating emerging technologies
such as blockchain, federated learning, and SDN can
further elevate the security and agility of these systems.
Collectively, these advancements will define the trajectory
of next-generation UAV infrastructures optimized for
mission-critical disaster relief operations.
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