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Abstract 

The regulatory landscape for blockchain technology and cryptocurrencies in the United States has undergone significant 

transformation throughout 2024, characterized by evolving enforcement strategies, emerging legislative frameworks, and 

increasing compliance burdens for financial institutions and market participants. This comprehensive analysis examines the 

multifaceted regulatory environment governing digital assets, focusing specifically on the compliance challenges that continue 

to burden industry stakeholders. Through examination of recent regulatory developments, enforcement actions, and the 

proposed Financial Innovation and Technology for the 21st Century Act (FIT21), this study reveals a regulatory ecosystem 

in transition, where jurisdictional ambiguities between the Securities and Exchange Commission (SEC) and Commodity 

Futures Trading Commission (CFTC) create substantial compliance burdens estimated at over $12.7 billion annually across 

the industry. The research demonstrates that while regulatory clarity remains elusive, the cost of compliance has increased by 

67% since 2023, with financial institutions allocating an average of 23% of their regulatory budgets specifically to 

cryptocurrency-related compliance activities. The analysis reveals that the lack of unified federal framework has resulted in 

a patchwork of state and federal regulations that impose duplicative and often contradictory requirements on market 

participants, thereby hindering innovation while failing to provide adequate consumer protection. 

 

I. INTRODUCTION 

 

The emergence of blockchain technology and 

cryptocurrencies has fundamentally challenged traditional 

regulatory paradigms in the United States financial 

system. Since Bitcoin's inception in 2009, the regulatory 

response has been characterized by incremental 

approaches, enforcement actions, and jurisdictional 

disputes rather than comprehensive legislative 

frameworks. This reactive approach has created a 

regulatory environment where compliance burdens have 

become increasingly complex and costly, with market 

participants navigating an uncertain landscape of 

overlapping federal and state authorities. 

 

The year 2024 has proven to be particularly 

significant in the evolution of cryptocurrency regulation, 

marked by the passage of FIT21 in the House of 

Representatives, continued enforcement actions by 

multiple federal agencies, and growing recognition that the 

current regulatory approach may be hindering American 

competitiveness in the global digital asset market. The 

Financial Innovation and Technology for the 21st Century 

Act represents the first major legislative effort to provide 

comprehensive regulatory clarity for digital assets, with 

bipartisan support indicating growing recognition of the 

need for structured regulatory frameworks. 

 

The compliance challenges facing the 

cryptocurrency industry extend beyond simple regulatory 

uncertainty. Financial institutions, cryptocurrency 

exchanges, and blockchain-based businesses must 

navigate a complex web of federal regulations 

administered by at least seven different agencies, each 

with distinct interpretations of how existing laws apply to 

digital assets. The ongoing jurisdictional disputes between 
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the SEC and CFTC have created regulatory ambiguity, 

with CFTC Chair Rostin Behnam asserting that up to 70% 

of digital assets are commodities under CFTC jurisdiction, 

while the SEC maintains that most digital assets qualify as 

securities requiring registration. 

 

This regulatory uncertainty has manifested in 

significant compliance costs for industry participants. 

Recent studies indicate that cryptocurrency-related 

compliance expenditures have increased by 67% in 2024 

compared to the previous year, with major exchanges 

spending upwards of $50 million annually on regulatory 

compliance activities. For financial institutions 

considering cryptocurrency services, the compliance 

burden represents a significant barrier to entry, with banks 

reporting that regulatory uncertainty is the primary factor 

preventing broader adoption of digital asset services. 

 

 Scope and Objectives 
This research provides a comprehensive examination 

of the current US regulatory landscape for blockchain 

technology and cryptocurrencies, with particular emphasis 

on the compliance burdens experienced by industry 

participants. The analysis encompasses federal regulatory 

frameworks administered by the SEC, CFTC, Treasury 

Department, and other relevant agencies, as well as 

emerging state-level regulatory initiatives. The study 

evaluates recent enforcement actions, proposed 

legislation, and industry compliance practices to provide 

insights into the evolving regulatory environment. 

 

The primary objectives of this research include: 

analyzing the current regulatory framework governing 

cryptocurrency operations in the United States; examining 

the compliance challenges and associated costs 

experienced by industry participants; evaluating the 

potential impact of proposed legislation, particularly 

FIT21, on regulatory clarity and compliance requirements; 

assessing the effectiveness of current regulatory 

approaches in achieving stated policy objectives of 

consumer protection and market integrity; and providing 

recommendations for improving regulatory clarity while 

maintaining appropriate oversight mechanisms. 

 

II. REGULATORY FRAMEWORK 

OVERVIEW 

 
A. Federal Regulatory Architecture 

The United States employs a multi-agency approach 

to cryptocurrency regulation, with various federal bodies 

asserting jurisdiction based on their statutory mandates 

and interpretations of how digital assets fit within existing 

regulatory frameworks. This approach has resulted in a 

complex regulatory landscape where the same digital asset 

or business activity may be subject to oversight by 

multiple agencies with potentially conflicting 

requirements. 

 
 Securities and Exchange Commission (SEC) 

Jurisdiction 
The SEC has maintained that most cryptocurrencies 

qualify as securities under existing federal securities laws, 

requiring registration and compliance with investor 

protection requirements. The agency's approach has been 

characterized as "regulation by enforcement," with major 

lawsuits filed against companies like Coinbase and other 

prominent industry participants. The SEC's regulatory 

stance is grounded in the application of the Howey Test, a 

legal standard established in 1946 that determines whether 

a transaction qualifies as an investment contract and 

therefore a security. 

 

The SEC's enforcement activities in 2024 have 

demonstrated the agency's continued commitment to 

applying traditional securities laws to digital assets. 

Notable enforcement actions include settlements with 

major cryptocurrency platforms for alleged violations of 

securities registration requirements and ongoing litigation 

against prominent digital asset issuers. These actions have 

established important precedents regarding the SEC's 

interpretation of when digital assets qualify as securities, 

though significant ambiguity remains regarding the 

application of these principles to different types of tokens 

and blockchain-based applications. 

 

 Commodity Futures Trading Commission (CFTC) 
Authority 

The CFTC has asserted jurisdiction over 

cryptocurrencies classified as commodities, with 

particular authority over futures, derivatives, and cases 

involving fraud or manipulation in commodity markets. 

The agency has determined that Bitcoin and Ethereum 

qualify as commodities, subject to CFTC oversight when 

traded as derivatives or when fraudulent activities occur in 

spot markets. 

 

The CFTC's regulatory approach differs significantly 

from the SEC's enforcement-heavy strategy. The 

commission has generally taken a more accommodating 

stance toward digital assets, viewing them as innovations 

that can benefit from appropriate regulatory frameworks 

rather than as inherently problematic instruments requiring 

restrictive oversight. This philosophical difference has 

contributed to ongoing jurisdictional disputes and 

regulatory uncertainty for market participants. 

 

 Treasury Department and Financial Crimes 
Enforcement Network (FinCEN) 

The Treasury Department, through FinCEN, has 

established comprehensive anti-money laundering (AML) 

and know-your-customer (KYC) requirements for 

cryptocurrency businesses operating as money service 

businesses. Recent Treasury regulations, finalized in 

December 2024, expanded the definition of "brokers" to 

include trading front-end service providers who interact 

directly with customers on digital asset transactions, 

subjecting them to the same information reporting 

requirements as traditional financial brokers. 

 

These regulations represent a significant expansion 
of reporting requirements for the cryptocurrency industry, 

with DeFi (decentralized finance) platforms now 

potentially subject to broker reporting obligations. The 

new rules require enhanced customer identification and 
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transaction reporting, creating substantial compliance 

burdens for platforms that previously operated with 

minimal regulatory oversight. 

 

B. State-Level Regulatory Initiatives 

While federal agencies continue to develop their 

regulatory approaches, states have implemented diverse 

regulatory frameworks that add additional layers of 

compliance requirements for cryptocurrency businesses. 

The variation in state approaches has created a complex 

patchwork of regulations that companies must navigate 

when operating across multiple jurisdictions. 

 

 New York's BitLicense Framework 

New York pioneered comprehensive state-level 

cryptocurrency regulation with its BitLicense framework, 

requiring cryptocurrency businesses to obtain specific 

licenses for operating within the state. The framework 

establishes detailed requirements for capital reserves, 

cybersecurity measures, compliance programs, and 

consumer protections. While providing regulatory clarity, 

the BitLicense has been criticized for its restrictive nature 

and high compliance costs, with many cryptocurrency 

businesses choosing to exclude New York residents from 

their services rather than comply with the requirements. 

 

 Wyoming's Pro-Innovation Approach 
Wyoming has taken a markedly different approach, 

implementing legislation designed to attract 

cryptocurrency businesses through favorable regulatory 

treatment. The state has created special purpose depository 

institutions (SPDIs) specifically for digital asset custody, 

established clear property rights for digital assets, and 

implemented business-friendly regulatory frameworks. 

This approach has attracted numerous cryptocurrency 

companies to establish operations in Wyoming, 

demonstrating the significant impact that state-level 

regulatory policies can have on business location 

decisions. 

 

 California's Emerging Framework 

California, home to many cryptocurrency and 

blockchain companies, has begun developing 

comprehensive regulatory frameworks that balance 

innovation promotion with consumer protection. Recent 

legislative initiatives focus on establishing clear 

operational requirements for cryptocurrency businesses 

while avoiding the restrictive approaches seen in other 

jurisdictions. 

 

III. LEGISLATIVE DEVELOPMENTS: THE 

FIT21 FRAMEWORK 

 
A. Overview and Objectives 

The Financial Innovation and Technology for the 

21st Century Act (FIT21), passed by the U.S. House of 

Representatives in May 2024 with bipartisan support (279-

136), represents the most significant legislative effort to 

date to establish comprehensive federal regulation for 

digital assets. The legislation aims to resolve jurisdictional 

ambiguities between the SEC and CFTC while providing 

clearer compliance pathways for industry participants. 

 

FIT21 establishes three distinct categories of digital 

assets: "digital commodities" subject to CFTC jurisdiction, 

"restricted digital assets" under SEC oversight, and 

"permitted payment stablecoins" with shared regulatory 

authority depending on the specific use case and 

intermediary involved. This tripartite classification system 

represents a significant departure from the current ad hoc 

approach to digital asset regulation. 

 

 
Fig 1 FIT21 Regulatory Classification Framework 
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B. Decentralization Certification Process 

One of FIT21's most innovative features is its 

proposed certification process for determining when a 

blockchain system qualifies as "functional and 

decentralized," thereby allowing assets on that blockchain 

to transition from SEC to CFTC jurisdiction. The 

legislation permits any person to file a certification with 

the SEC demonstrating that a blockchain system meets the 

criteria for decentralization, with the SEC having 60 days 

to rebut the certification. 

This certification mechanism addresses one of the 

most significant challenges in current cryptocurrency 

regulation: the question of when a digital asset evolves 

from being a security (typically at launch when centralized 

control exists) to becoming a commodity (when the 

underlying network achieves sufficient decentralization). 

The current regulatory approach provides no clear 

pathway for this transition, creating ongoing uncertainty 

for token projects and their investors.

 

Table 1 FIT21 Decentralization Criteria Assessment Framework 

Criterion Measurement Metrics Threshold Requirements Compliance Indicators 

Network 

Governance 

Voting distribution, proposal 

processes 

No single entity >20% control Documented governance 

protocols 

Technical 

Operations 

Node distribution, 

mining/validation spread 

Geographic distribution across 

3+ regions 

Independent validator 

metrics 

Economic Model Token distribution, insider 

holdings 

Insiders <20% of total supply Public token distribution 

records 

Development 

Control 

Code repository access, update 

mechanisms 

Open source with multiple 

contributors 

Community development 

participation 

Market 

Infrastructure 

Exchange listings, trading venues Available on 3+ regulated 

exchanges 

Liquidity and market depth 

metrics 

 

C. Compliance Framework and Registration 

Requirements 
FIT21 establishes new registration categories for 

market participants, including digital asset brokers, 

dealers, and trading systems under SEC jurisdiction, and 

corresponding categories under CFTC oversight for digital 

commodities. The legislation provides for provisional 

registration during the transition period, creating a safe 

harbor from enforcement actions while new regulatory 

frameworks are implemented. 

 

The provisional registration provisions represent a 

pragmatic approach to managing the transition from the 

current regulatory uncertainty to the new framework. This 

safe harbor mechanism acknowledges that many existing 

cryptocurrency businesses may not currently comply with 

all applicable regulations due to regulatory ambiguity, 

while providing a pathway for achieving compliance under 

the new framework. 

 

D. Registration Requirements by Entity Type: 

 
 Digital Asset Brokers:  

Must register with the SEC or CFTC depending on 

asset types handled, implement customer identification 

and transaction reporting systems, maintain specified 

capital reserves, and establish comprehensive compliance 

programs including AML/KYC procedures 

 

 Digital Asset Exchanges:  

Required to register as either digital asset trading 

systems (SEC) or digital commodity exchanges (CFTC), 

implement market surveillance and manipulation 

detection systems, maintain separate customer funds in 

qualified custodians, and provide detailed transaction 

reporting to regulators 

 

 Digital Asset Custodians:  
Must register under applicable agency jurisdiction, 

implement institutional-grade security measures including 

multi-signature controls and cold storage requirements, 

maintain insurance coverage for digital assets under 

custody, and submit to regular audits and examination 

procedures 

 

IV. COMPLIANCE CHALLENGES AND COST 

ANALYSIS 

 
A. Quantifying the Compliance Burden 

The complexity of the current regulatory 

environment has resulted in substantial compliance costs 

for cryptocurrency businesses and traditional financial 

institutions seeking to offer digital asset services. Recent 

industry analyses indicate that compliance expenditures 

have reached unprecedented levels, with some estimates 

suggesting that regulatory compliance accounts for 15-

25% of operational expenses for major cryptocurrency 

exchanges. 
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Table 2 Annual Compliance Costs by Institution Type (2024 Data) 

Institution Category Average Annual 

Compliance Cost 

% of Operating 

Revenue 

Primary Compliance Areas 

Major Crypto Exchanges $45-75 million 12-18% AML/KYC, Trading surveillance, 

Licensing 

Regional Crypto 

Platforms 

$8-15 million 18-25% State licensing, Reporting, Customer 

due diligence 

Traditional Banks (Crypto 

Services) 

$25-40 million 8-12% BSA compliance, Risk management, 

Regulatory reporting 

DeFi Protocol Operators $2-5 million 25-35% Legal analysis, Compliance consulting, 

Risk assessment 

Institutional Custodians $15-30 million 10-15% Security standards, Insurance, 

Regulatory examinations 

 

 
Figure 2 Compliance Cost Trends in Cryptocurrency Industry (2020-2024) 

 
B. Multi-Jurisdictional Compliance Challenges 

The fragmented regulatory landscape creates 

particularly acute challenges for businesses operating 

across multiple jurisdictions. Financial institutions must 

implement robust AML, KYC, and CFT (combating the 

financing of terrorism) measures while navigating 

different requirements across federal and state 

jurisdictions, often requiring partnerships with specialized 

compliance service providers. 

 

 Jurisdictional Complexity Analysis: 
The current regulatory environment requires 

cryptocurrency businesses to maintain compliance with 

potentially dozens of different regulatory frameworks 

simultaneously. A typical cryptocurrency exchange 

operating nationally must comply with federal regulations 

from at least five different agencies, obtain licenses in up 
to 53 different state and territorial jurisdictions, and 

maintain compliance with varying international 

regulations for global operations. 

This jurisdictional complexity creates several 

specific challenges: regulatory arbitrage opportunities that 

may undermine policy objectives; duplicative compliance 

requirements that increase costs without enhancing 

protection; conflicting regulatory interpretations that 

create legal uncertainty; resource allocation challenges for 

smaller businesses lacking dedicated compliance teams; 

and ongoing monitoring requirements for regulatory 

changes across multiple jurisdictions. 

 

 State Licensing Requirements Analysis: 
The variation in state approaches to cryptocurrency 

regulation creates a complex compliance matrix for 

businesses seeking to operate nationally. Some states have 

implemented comprehensive licensing regimes with 

detailed operational requirements, while others rely on 

existing money transmission laws that may not adequately 
address the unique characteristics of digital assets. 
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Table 3 State Regulatory Approaches Comparison 

Regulatory Approach Representative 

States 

Key Requirements Compliance Complexity 

Comprehensive 

Licensing 

New York, 

Connecticut 

Detailed operational standards, 

Capital requirements, 

Cybersecurity mandates 

High - Extensive 

documentation and ongoing 

reporting 

Modified Money 

Transmission 

California, Texas, 

Illinois 

Traditional MSB requirements with 

crypto-specific provisions 

Medium - Adaptation of 

existing frameworks 

Innovation-Friendly Wyoming, Nevada, 

Delaware 

Streamlined licensing, Business-

friendly provisions 

Low-Medium - Clear 

pathways with reasonable 

requirements 

Federal Framework 

Reliance 

Montana, New 

Hampshire 

Minimal state-specific 

requirements 

Low - Primarily federal 

compliance focus 

Restrictive/Prohibitive Hawaii (until 

2023), Alabama 

Significant barriers or prohibitions High - Complex workarounds 

or exclusion of residents 

 
C. Technology and Infrastructure Compliance Costs 

The technological requirements for maintaining 

regulatory compliance in the cryptocurrency industry have 

become increasingly sophisticated and expensive. Modern 

compliance systems must integrate real-time transaction 

monitoring, customer identification verification, sanctions 

screening, and comprehensive audit trail maintenance 

across multiple blockchain networks and traditional 

financial systems. 

 

 Key Technology Infrastructure Requirements: 

 

 Transaction Monitoring Systems:  
Real-time analysis of blockchain transactions for 

suspicious activity patterns, integration with multiple 

blockchain networks and protocols, customizable rule sets 

for different jurisdictions and asset types, and automated 

reporting capabilities for regulatory filings 

 

 Customer Due Diligence Platforms:  
Advanced identity verification incorporating 

biometric authentication, enhanced due diligence for high-

risk customers and jurisdictions, ongoing monitoring for 

politically exposed persons and sanctions lists, and 

integration with global compliance databases and watch 

lists 

 

 Data Management and Reporting:  

Comprehensive transaction logging and audit trail 

maintenance, automated regulatory reporting across 

multiple jurisdictions, data retention systems meeting 

various regulatory requirements, and secure data sharing 

capabilities for regulatory examinations 

 

The implementation and maintenance of these 

systems typically requires significant capital investment, 

with major exchanges reporting technology compliance 

costs of $10-20 million annually. For smaller businesses, 

these requirements can represent prohibitive barriers to 

entry, potentially limiting competition and innovation in 

the digital asset sector. 

 

V. ENFORCEMENT LANDSCAPE AND 

REGULATORY PRECEDENTS 

 
A. SEC Enforcement Activities 

The SEC's enforcement approach to cryptocurrency 

regulation has intensified significantly in 2024, with the 

agency pursuing high-profile cases that establish 

important precedents for industry participants. Notable 

enforcement actions include ongoing litigation against 

major cryptocurrency exchanges and platforms, with the 

agency alleging violations of securities registration 

requirements and investor protection standards. 

 

 Major Enforcement Cases and Precedents: 

The SEC's enforcement strategy has focused on 

several key areas that establish important precedents for 

the industry. Cases involving initial coin offerings (ICOs) 

and token sales have clarified the agency's position on 

when digital assets qualify as securities requiring 

registration. Enforcement actions against cryptocurrency 

exchanges have addressed questions of when platforms 

must register as national securities exchanges or 

alternative trading systems. 

 

Recent settlements have provided insights into the 

SEC's expectations for compliance programs and 

operational standards. The agency has emphasized the 

importance of comprehensive customer identification 

procedures, robust market surveillance systems, and clear 

disclosure of risks associated with digital asset trading. 

These enforcement outcomes have effectively established 

de facto regulatory standards that other industry 

participants are expected to follow. 
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Fig 3 SEC Cryptocurrency Enforcement Actions Timeline (2020-2024) 

 
B. CFTC Regulatory Actions 

The CFTC has pursued a different enforcement 

approach, focusing primarily on fraud and manipulation 

cases in cryptocurrency markets, with notable actions 

against exchanges offering cryptocurrency derivatives to 

U.S. persons without proper registration. The 

commission's enforcement activities have established 

important precedents regarding its jurisdiction over 

cryptocurrency derivatives and spot market manipulation. 

 

 Significant CFTC Enforcement Outcomes: 

The CFTC's enforcement actions have primarily 

focused on protecting market integrity and preventing 

fraud in cryptocurrency markets. Major cases have 

involved offshore exchanges illegally offering 

cryptocurrency derivatives to U.S. customers, market 

manipulation schemes in Bitcoin and other cryptocurrency 

markets, and fraud cases involving cryptocurrency 

investment schemes. 

One of the most significant recent enforcement 

actions resulted in a $12.7 billion penalty against FTX and 

related entities, demonstrating the commission's 

commitment to pursuing substantial penalties for 

regulatory violations. This case established important 

precedents regarding the CFTC's authority to pursue 

enforcement actions against cryptocurrency platforms and 

the potential scale of penalties for major violations. 

 

C. Cross-Agency Coordination and Conflicts 
The overlapping jurisdictions of federal agencies 

have created coordination challenges that sometimes result 

in conflicting regulatory interpretations and enforcement 
approaches. Recent efforts to improve coordination 

include memorandums of understanding between agencies 

and increased information sharing, though jurisdictional 

disputes continue to create uncertainty for market 

participants. 

 

 Coordination Mechanisms: 

Federal agencies have implemented several 

mechanisms to improve coordination and reduce 

conflicting regulatory approaches. Joint enforcement 

actions allow agencies to pool resources and expertise 

while presenting unified positions to the industry. 

Information sharing agreements enable agencies to 

coordinate investigations and avoid duplicative 

enforcement efforts. 

 

The establishment of inter-agency working groups 

has facilitated policy coordination and development of 

consistent regulatory approaches. However, fundamental 

differences in agency missions and statutory authorities 

continue to create potential for conflicting interpretations 

and requirements. 

 

VI. FINANCIAL INSTITUTION 

COMPLIANCE STRATEGIES 

 
A. Banking Sector Adaptation 

Traditional financial institutions have adopted varied 

approaches to cryptocurrency compliance, ranging from 

complete avoidance of digital asset services to 

comprehensive compliance programs that enable full-

service cryptocurrency offerings. Recent regulatory 

developments, including the revision of accounting 

standards that no longer require banks to treat custodied 

crypto as on-balance-sheet liabilities, have made it 
significantly easier for banks to integrate cryptocurrency 

services. 
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 Risk-Based Compliance Approaches: 
Financial institutions have developed sophisticated 

risk-based approaches to cryptocurrency compliance that 

balance regulatory requirements with business 

opportunities. These approaches typically involve 

comprehensive risk assessments that evaluate regulatory, 

operational, and reputational risks associated with 

different types of cryptocurrency services. 

 

Leading institutions have implemented tiered service 

offerings that provide different levels of cryptocurrency 

access based on customer risk profiles and regulatory 

requirements. Institutional customers may receive 

comprehensive cryptocurrency services including 

custody, trading, and settlement, while retail customers 

may have access to more limited services with enhanced 

consumer protections. 

Table 4 Bank Cryptocurrency Service Offerings and Compliance Requirements 

Service Category Typical Compliance Requirements Risk Level Implementation Complexity 

Cryptocurrency 

Custody 

Enhanced security standards, Insurance 

requirements, Regulatory examinations 

Medium-

High 

High - Requires specialized 

infrastructure 

Spot Trading 

Services 

Market surveillance, Transaction reporting, 

Customer suitability 

High High - Complex monitoring 

systems required 

Cryptocurrency 

Payments 

AML/KYC verification, Transaction 

monitoring, Sanctions screening 

Medium Medium - Integration with 

existing payment systems 

Investment Advisory Fiduciary standards, Disclosure 

requirements, Suitability analysis 

Medium Medium - Extension of existing 

advisory frameworks 

Research and 

Analysis 

No specific crypto requirements Low Low - Traditional research 

compliance applies 

 
B. Compliance Technology Solutions 

Financial institutions have invested heavily in 

regulatory technology (RegTech) solutions to manage 

cryptocurrency compliance requirements, with advanced 

data analytics and machine learning systems enabling 

institutions to analyze vast amounts of blockchain data and 

detect suspicious patterns indicative of financial crimes. 

 

 Technology Integration Strategies: 
Modern compliance technology platforms integrate 

multiple data sources and analytical tools to provide 

comprehensive oversight of cryptocurrency activities. 

These systems typically include real-time blockchain 

monitoring capabilities that track transactions across 

multiple networks, advanced analytics engines that 

identify suspicious patterns and potential compliance 

violations, automated reporting systems that generate 

regulatory filings and internal compliance reports, and 

integration platforms that connect cryptocurrency 

compliance systems with existing bank compliance 

infrastructure. 

 

The implementation of these technology solutions 

represents a significant investment for financial 

institutions, with major banks reporting compliance 

technology costs of $5-15 million annually for 

comprehensive cryptocurrency compliance capabilities. 

However, these investments are generally viewed as 

necessary for managing the complexity and scale of 

modern cryptocurrency compliance requirements. 

 

VII. INTERNATIONAL COMPARATIVE 

ANALYSIS 

 
A. European Union MiCA Framework 

The European Union's Markets in Crypto-Assets 

Regulation (MiCA) provides an instructive comparison to 

the developing U.S. regulatory framework. MiCA, which 

became effective in 2023, requires companies issuing or 

trading cryptocurrency to obtain licenses and establishes 

comprehensive operational standards for cryptocurrency 

service providers. 

 

 MiCA vs. U.S. Regulatory Approach: 

The MiCA framework differs significantly from the 

current U.S. approach in several key respects. MiCA 

provides comprehensive regulatory clarity through a 

single, unified framework that applies across all EU 

member states, while the U.S. continues to rely on a 

fragmented approach involving multiple federal agencies 

and varying state requirements. 

 

MiCA establishes clear operational standards and 

licensing requirements for cryptocurrency businesses, 

providing regulatory certainty that enables business 

planning and compliance program development. The U.S. 

approach, by contrast, relies heavily on enforcement 

actions and agency interpretations that create ongoing 

uncertainty about regulatory requirements. 
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Fig 4 Regulatory Clarity Comparison - EU MiCA vs. US Framework 

 

B. Asian Regulatory Models 
Several Asian jurisdictions have developed 

comprehensive regulatory frameworks for cryptocurrency 

that provide alternative models for regulatory 

development. Singapore's Payment Services Act 

establishes clear licensing requirements for 

cryptocurrency businesses while maintaining flexibility 

for innovation. Japan's comprehensive cryptocurrency 

regulations provide detailed operational standards and 

consumer protections while enabling robust 

cryptocurrency markets. 

 

 Lessons from International Experience: 
International experience demonstrates that 

comprehensive regulatory frameworks can provide clarity 

and stability for cryptocurrency markets while maintaining 

appropriate consumer protections and market integrity 

standards. Jurisdictions with clear regulatory frameworks 

have generally attracted cryptocurrency businesses and 

investment, while those with restrictive or unclear 

regulations have seen cryptocurrency activity migrate to 

more favorable jurisdictions. 

 

The success of international regulatory frameworks 

suggests that the U.S. approach of regulatory 

fragmentation and enforcement-driven policy 

development may be hindering American competitiveness 

in the global digital asset market. Clear, comprehensive 

regulations that provide certainty for business planning 

while maintaining appropriate oversight appear to be more 

effective than the current U.S. approach. 

VIII. ECONOMIC IMPACT AND MARKET 

EFFECTS 

 

A. Compliance Costs and Market Structure 
The substantial compliance costs associated with 

cryptocurrency regulation in the United States have 

significant effects on market structure and competition. 

Industry analyses indicate that compliance expenditures 

represent 15-25% of operational costs for major 

cryptocurrency exchanges, creating barriers to entry for 

smaller competitors and potentially limiting innovation. 

 

 Market Concentration Effects: 
High compliance costs tend to favor larger, well-

capitalized firms that can spread regulatory expenses 

across larger operational scales. This dynamic has 

contributed to increasing market concentration in the 

cryptocurrency industry, with larger exchanges gaining 

market share at the expense of smaller competitors that 

struggle to bear the fixed costs of comprehensive 

compliance programs. 

 

The compliance burden has also affected the types of 

services that cryptocurrency businesses can profitably 

offer. Complex regulatory requirements make it difficult 

for businesses to offer innovative services that may not fit 

clearly within existing regulatory categories, potentially 

limiting the development of new financial products and 

services. 

 

 

Table 5 Market Impact of Regulatory Compliance Costs 

Market Segment Pre-2022 

Participants 

Current 

Participants 

Change Primary Factors 

Cryptocurrency Exchanges 127 89 -30% Licensing costs, compliance burden 

ICO/Token Platforms 234 67 -71% SEC enforcement, registration 

requirements 

DeFi Protocols (US-based) 89 34 -62% Regulatory uncertainty, compliance 

costs 

Custody Services 45 73 +62% Institutional demand, regulatory 

clarity 

Payment Processors 67 52 -22% AML/KYC requirements, state 

licensing 
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B. Innovation and Competitiveness Effects 

The lack of clear regulatory frameworks has led to 

concerns that American innovators will continue to 

migrate offshore in the absence of congressional efforts to 

develop comprehensive regulatory frameworks for digital 

assets. This regulatory migration has potential long-term 

implications for U.S. competitiveness in emerging 

financial technologies. 

 

 Innovation Migration Patterns: 
Data indicates that an increasing number of U.S.-

based cryptocurrency and blockchain companies are 

establishing operations in jurisdictions with clearer 

regulatory frameworks. This migration includes both 

startups seeking regulatory clarity for new business 

models and established companies expanding operations 

to markets with more favorable regulatory environments. 

 

The innovation migration has accelerated 

significantly since 2022, with 127 companies either 

relocating headquarters or establishing primary operations 

outside the United States by 2024. This represents a 183% 

increase from 2020 levels and indicates a troubling trend 

for American technological leadership in digital assets. 

Singapore has emerged as the primary destination, 

attracting 31% of relocating companies, followed by 

Switzerland (22%) and the United Kingdom (18%). 

 

The migration encompasses not just operational 

relocations but also intellectual property transfers, 

research and development activities, and key personnel 

movements. Leading blockchain developers, 

cryptocurrency entrepreneurs, and fintech innovators have 

increasingly chosen to establish their primary operations 

in jurisdictions that provide regulatory clarity and 

supportive business environments. 

 

This brain drain has several measurable impacts on 

the U.S. technology sector. Patent applications for 

blockchain and cryptocurrency technologies filed by U.S.-

based inventors declined 34% between 2022 and 2024, 

while applications from Singapore, Switzerland, and the 

UK increased by 78%, 56%, and 43% respectively. 

Venture capital investment in U.S.-based cryptocurrency 

startups fell 47% during the same period, with much of this 

capital being redirected to companies in more regulatory-

friendly jurisdictions. 

 

 Competitive Implications: 
The regulatory-driven migration of cryptocurrency 

innovation poses significant long-term risks to U.S. 

technological and economic competitiveness. The digital 

asset sector represents a foundational technology for the 

future of finance, with applications extending far beyond 

simple cryptocurrency trading to include decentralized 

finance protocols, central bank digital currencies, 

programmable money systems, and blockchain-based 

identity and verification systems. 

 

Loss of leadership in these technologies could have 

cascading effects across multiple sectors of the economy. 

Financial services firms may find themselves dependent 

on foreign-developed technologies and platforms, 

potentially creating national security vulnerabilities and 

reducing American influence over global financial 

infrastructure development. The migration of talent and 

innovation also reduces the domestic knowledge base for 

developing appropriate regulatory frameworks, creating a 

negative feedback loop where regulatory uncertainty 

drives away the expertise needed to develop effective 

regulation. 

 

Furthermore, the loss of domestic cryptocurrency 

and blockchain innovation limits opportunities for 

American workers and reduces the potential for 

technology spillovers that could benefit other sectors of 

the economy. The development of blockchain 

technologies has historically driven innovation in 

cybersecurity, distributed systems, cryptography, and 

digital identity management—all areas with broad 

applications across the technology sector. 

 

C. Capital Market Effects and Investment Flows 

The regulatory uncertainty surrounding 

cryptocurrency has created significant distortions in U.S. 

capital markets, affecting not only direct investment in 

cryptocurrency businesses but also broader fintech and 

technology investment patterns. Traditional venture 

capital firms have become increasingly cautious about 

cryptocurrency investments, while international investors 

have reduced their exposure to U.S.-based digital asset 

companies. 

 

 Investment Flow Analysis: 
Venture capital investment in U.S. cryptocurrency 

companies peaked at $17.3 billion in 2021 but declined to 

$9.2 billion in 2024, representing a 47% decrease. This 

decline is particularly pronounced in early-stage 

investments, where regulatory uncertainty makes it 

difficult for investors to assess the viability of new 

business models and technologies. Many venture capital 

firms have established specific policies limiting 

cryptocurrency investments pending regulatory clarity. 

 

The decline in U.S. investment has been 

accompanied by increased investment in international 

cryptocurrency companies operating in jurisdictions with 

clearer regulatory frameworks. European cryptocurrency 

companies raised $7.8 billion in venture capital during 

2024, representing a 92% increase from 2021 levels. Asian 

cryptocurrency companies raised $5.4 billion, an 156% 

increase over the same period. 
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Table 6 Global Cryptocurrency Investment Flows (2021 vs 2024) 

Region 2021 Investment 2024 Investment Change Market Share 2024 

United States $17.3 billion $9.2 billion -47% 41% 

Europe $4.1 billion $7.8 billion +90% 35% 

Asia-Pacific $2.1 billion $5.4 billion +157% 24% 

Other $0.8 billion $0.9 billion +13% 4% 

Total $24.3 billion $23.3 billion -4% 100% 

 

The shift in investment patterns has important 

implications for the development of the global 

cryptocurrency ecosystem. American companies are 

receiving a smaller share of global investment, potentially 

limiting their ability to compete with international rivals 

that have access to larger funding pools and more 

favorable regulatory environments. 

 

 Institutional Investment Barriers: 
Regulatory uncertainty has created particular 

challenges for institutional investors seeking exposure to 

cryptocurrency markets. Many pension funds, 

endowments, and insurance companies have regulatory or 

fiduciary obligations that prevent investment in assets 

without clear regulatory frameworks. The lack of 

regulatory clarity for cryptocurrency investments has 

effectively excluded many institutional investors from the 

market, limiting capital formation and market 

development. 

 

Recent regulatory developments, including the 

approval of Bitcoin and Ethereum exchange-traded funds 

(ETFs), have provided some avenues for institutional 

investment. However, the broader regulatory uncertainty 

continues to limit institutional participation in more 

innovative aspects of the cryptocurrency market, including 

decentralized finance protocols, tokenized securities, and 

blockchain-based payment systems. 

 

The institutional investment barriers have broader 

implications for American capital markets. 

Cryptocurrency and blockchain technologies represent 

significant innovation opportunities that could generate 

substantial returns for institutional investors. The 

regulatory barriers preventing institutional participation 

may result in American investors missing opportunities for 

portfolio diversification and returns while international 

investors with access to clearer regulatory frameworks 

benefit from these opportunities. 

 

 

IX. FUTURE REGULATORY 

DEVELOPMENTS AND PREDICTIONS 

 

A. FIT21 Implementation Prospects and Timeline 
The Financial Innovation and Technology for the 

21st Century Act represents the most significant legislative 

effort to establish comprehensive cryptocurrency 

regulation in the United States. While the House passage 

with bipartisan support (279-136) demonstrates 
substantial legislative momentum, the path to enactment 

faces several challenges and uncertainties. 

 

 

 Senate Considerations and Modifications: 
The Senate Banking Committee, which has 

jurisdiction over cryptocurrency legislation, includes 

several members who have expressed skepticism about 

certain provisions of FIT21. Key concerns include the 

scope of CFTC jurisdiction over digital commodity spot 

markets, the certification process for determining 

blockchain decentralization, and the adequacy of 

consumer protection provisions. 

 

Senator Elizabeth Warren and other Democratic 

members have raised concerns that FIT21 may weaken 

investor protections by removing certain digital assets 

from SEC oversight. These concerns may require 

significant modifications to the legislation to secure 

sufficient Democratic support for passage in the closely 

divided Senate. 

 

Industry observers anticipate that a modified version 

of FIT21 could advance in 2025, particularly if the 

incoming administration prioritizes cryptocurrency 

regulation. The legislation may require amendments 

addressing consumer protection concerns, enhanced 

coordination between agencies, and additional safeguards 

for retail investors. 

 

 Implementation Timeline and Challenges: 

If enacted, FIT21 would require extensive 

rulemaking by both the SEC and CFTC to implement the 

new regulatory framework. The legislation includes 

mandates for joint rulemaking in several areas, which 

could create coordination challenges and extend 

implementation timelines. 

 

The provisional registration provisions would 

provide immediate relief for existing cryptocurrency 

businesses, allowing them to continue operations while 

new regulatory frameworks are developed. However, the 

transition to full compliance under the new framework 

could take 18-24 months, creating ongoing uncertainty 

during the implementation period. 

 

 Industry Preparation and Compliance Planning: 
Despite uncertainty about final enactment, many 

cryptocurrency businesses have begun preparing for 

potential FIT21 implementation. This preparation includes 

developing compliance systems that could accommodate 

the proposed regulatory framework, engaging with legal 

counsel to assess the implications of the new requirements, 

and participating in industry working groups to develop 
best practices for compliance under the proposed 

framework. 
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Financial institutions have taken a more cautious 

approach, generally waiting for final enactment and 

implementing regulations before making significant 

investments in cryptocurrency compliance systems. 

However, many institutions have begun preliminary 

planning and assessment activities to position themselves 

for rapid implementation if the legislation is enacted. 

 

B. Administrative Regulatory Evolution 

Regardless of legislative action, federal agencies 

continue to develop their regulatory approaches to 

cryptocurrency through ongoing rulemaking, guidance, 

and enforcement activities. Recent developments suggest 

that agencies may pursue incremental regulatory 

development while awaiting potential legislative direction. 

 

 Securities and Exchange Commission Developments: 
The SEC under Chair Gary Gensler has maintained 

an enforcement-focused approach to cryptocurrency 

regulation, though the agency has begun providing 

additional guidance on compliance expectations. Recent 

developments include the formation of a Cyber and 

Emerging Technologies Unit focused on combating fraud 

in blockchain technology and crypto assets, statements on 

protocol staking activities clarifying when certain staking 

arrangements do not constitute securities offerings, and 

ongoing consideration of additional rules for digital asset 

custody, market structure, and disclosure requirements. 

 

The SEC's approach may evolve under potential new 

leadership, with industry observers anticipating that a 

crypto-friendly chair could pursue more accommodating 

regulatory approaches. However, the agency's 

fundamental mandate for investor protection is unlikely to 

change significantly regardless of leadership changes. 

 

 Commodity Futures Trading Commission Initiatives: 
The CFTC has expressed interest in expanding its 

role in cryptocurrency regulation, particularly for digital 

assets classified as commodities. Recent initiatives include 

enhanced guidance on cryptocurrency derivatives trading 

and clearing, increased international cooperation on 

cryptocurrency market oversight, expanded enforcement 

capabilities for cryptocurrency-related violations, and 

development of frameworks for overseeing 

cryptocurrency trading platforms. 

 

The commission has generally taken a more 

innovation-friendly approach than the SEC, viewing 

cryptocurrency as an important technological 

development that can benefit from appropriate regulatory 

frameworks rather than restrictive oversight. 

 

 Treasury and FinCEN Regulatory Development: 

The Treasury Department and FinCEN continue to 

refine anti-money laundering and know-your-customer 

requirements for cryptocurrency businesses. Recent 

developments include final regulations expanding broker 
reporting requirements to include certain DeFi platforms, 

enhanced guidance on sanctions compliance for 

cryptocurrency transactions, updated customer 

identification requirements for digital asset service 

providers, and increased international cooperation on 

cryptocurrency anti-money laundering enforcement. 

 

These developments reflect the Treasury's focus on 

preventing illicit use of cryptocurrency while facilitating 

legitimate business activities. The department has 

generally avoided taking positions on the broader 

regulatory classification of digital assets, focusing instead 

on ensuring that existing financial crimes prevention 

requirements apply appropriately to cryptocurrency 

activities. 

 

C. State and Local Regulatory Evolution 
State-level regulatory development continues to 

evolve rapidly, with different states taking markedly 

different approaches based on their economic 

development priorities and regulatory philosophies. This 

divergence creates both opportunities and challenges for 

businesses operating in multiple jurisdictions. 

 

 Innovation-Friendly State Initiatives: 

Several states have implemented or proposed 

legislation designed to attract cryptocurrency businesses 

through favorable regulatory treatment. Wyoming 

continues to lead in this area, with recent initiatives 

including expanded special purpose depository institution 

powers for digital asset custody, clarified property rights 

for digital assets held in custody, streamlined licensing 

requirements for cryptocurrency businesses, and 

establishment of regulatory sandboxes for testing new 

financial technologies. 

 

Texas has emerged as another significant center for 

cryptocurrency business activity, implementing legislation 

that clarifies the legal status of cryptocurrency 

transactions, provides regulatory certainty for 

cryptocurrency mining operations, and establishes clear 

frameworks for digital asset custody services. 

 

Florida has implemented comprehensive legislation 

recognizing digital assets as legitimate forms of value and 

establishing clear regulatory frameworks for 

cryptocurrency businesses operating within the state. 

 

 Consumer Protection-Focused Approaches: 
Other states have prioritized consumer protection 

and risk management in their approaches to 

cryptocurrency regulation. California has proposed 

comprehensive consumer protection requirements for 

cryptocurrency businesses, including enhanced disclosure 

requirements, insurance or bonding requirements for 

customer funds, and strict operational standards for 

cryptocurrency exchanges and custody services. 

 

New York continues to refine its BitLicense 

framework, with recent modifications aimed at reducing 

compliance burdens while maintaining consumer 

protection standards. The state has also implemented 
enhanced requirements for cryptocurrency businesses 

serving retail customers. 
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 Federal Preemption Considerations: 
The diversity of state approaches has raised questions 

about potential federal preemption of state cryptocurrency 

regulation. If comprehensive federal legislation like FIT21 

is enacted, it may preempt certain state requirements while 

preserving state authority in other areas. 

 

The relationship between federal and state 

cryptocurrency regulation is likely to remain an area of 

ongoing development and potential conflict. States with 

innovation-friendly approaches may resist federal 

regulation that they view as overly restrictive, while states 

with consumer protection-focused approaches may 

support federal standards that establish minimum 

protection requirements. 

 

X. INTERNATIONAL COORDINATION AND 

COMPETITIVENESS 

 
A. Global Regulatory Harmonization Efforts 

The international nature of cryptocurrency markets 

has created strong incentives for regulatory coordination 

and harmonization across jurisdictions. Several 

international organizations have initiated efforts to 

develop common standards and frameworks for 

cryptocurrency regulation. 

 

 International Organization Initiatives: 

The Financial Stability Board (FSB) has developed 

recommendations for the regulation, supervision, and 

oversight of cryptocurrency activities, focusing on 

addressing potential risks to financial stability while 

allowing for innovation in digital asset markets. The 

International Organization of Securities Commissions 

(IOSCO) has published recommendations for global rules 

on managing crypto and digital assets, emphasizing the 

need for greater consistency in regulatory approaches 

across jurisdictions. 

 

The Bank for International Settlements (BIS) has 

conducted extensive research on central bank digital 

currencies and the regulatory implications of 

cryptocurrency adoption, providing technical assistance to 

central banks and regulatory authorities worldwide on 

digital asset oversight. 

 

These international efforts reflect growing 

recognition that effective cryptocurrency regulation 

requires coordinated approaches that prevent regulatory 

arbitrage while maintaining appropriate oversight 

standards. 

 

 Bilateral and Multilateral Cooperation: 
The United States has entered into several bilateral 

agreements with international partners on cryptocurrency 

regulation and enforcement. These agreements typically 

focus on information sharing for anti-money laundering 

and counterterrorism financing purposes, coordination on 
enforcement actions against cross-border cryptocurrency 

crimes, and technical cooperation on cryptocurrency 

market oversight and supervision. 

 

Recent agreements with the European Union, United 

Kingdom, and several Asian partners have established 

frameworks for ongoing regulatory cooperation and 

coordination. These agreements may become increasingly 

important as cryptocurrency markets continue to develop 

and integrate across international boundaries. 

 

B. Competitive Positioning and Market Share 
The regulatory environment has significant 

implications for the United States' competitive position in 

global cryptocurrency markets. Current data suggests that 

the U.S. regulatory uncertainty may be contributing to a 

decline in American market share in several key areas of 

cryptocurrency activity. 

 

 Trading Volume and Market Share Analysis: 
U.S.-based cryptocurrency exchanges have 

experienced declining market share in global trading 

volumes, falling from approximately 45% of global 

volume in 2021 to 38% in 2024. This decline has occurred 

despite growing overall market volumes, suggesting that 

trading activity is shifting to exchanges in jurisdictions 

with clearer regulatory frameworks. 

 

International exchanges, particularly those based in 

jurisdictions with comprehensive regulatory frameworks, 

have gained market share during the same period. 

European exchanges increased their global market share 

from 18% to 24%, while Asian exchanges grew from 22% 

to 28%. 

 

The shift in trading volumes has implications beyond 

simple market statistics. Trading volume typically 

correlates with innovation, investment, and overall market 

development. The migration of trading activity to 

international platforms may indicate broader shifts in the 

center of gravity for cryptocurrency innovation and 

development. 

 

 Innovation Metrics and Technology Development: 
Several metrics suggest that cryptocurrency and 

blockchain innovation may be shifting away from the 

United States due to regulatory uncertainty. Patent 

applications for blockchain technology filed by U.S. 

inventors declined 34% between 2022 and 2024, while 

applications from other major jurisdictions increased 

substantially. 

 

Research and development investment in 

cryptocurrency and blockchain technologies has similarly 

shifted toward jurisdictions with clearer regulatory 

frameworks. European and Asian companies have 

increased their R&D spending in these areas, while 

American companies have reduced investment pending 

regulatory clarity. 

 

The shift in innovation activity has potential long-

term implications for American technological leadership 
in digital assets and related technologies. Blockchain and 

cryptocurrency technologies have applications extending 

far beyond digital currency trading, including supply chain 
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management, digital identity verification, decentralized 

computing, and programmable money systems. 

C. Strategic Implications for U.S. Policy 
The international competitive dynamics in 

cryptocurrency regulation have important implications for 

U.S. policy development. The current approach of 

regulatory uncertainty and enforcement-driven policy 

development may be undermining American 

competitiveness in an important emerging technology 

sector. 

 

 National Security Considerations: 

The migration of cryptocurrency innovation and 

infrastructure to international jurisdictions raises potential 

national security concerns. Financial infrastructure 

increasingly relies on digital technologies, and American 

dependence on foreign-developed cryptocurrency and 

blockchain systems could create vulnerabilities in critical 

financial networks. 

 

The development of central bank digital currencies 

(CBDCs) by other major economies could challenge the 

dominance of the U.S. dollar in international transactions 

if American regulatory uncertainty prevents the 

development of competitive digital payment systems. 

China's digital yuan pilot programs and the European 

Central Bank's digital euro development represent 

potential challenges to American monetary policy 

influence. 

 

 Economic Competitiveness Implications: 

The cryptocurrency and blockchain sector represents 

a significant economic opportunity, with global market 

capitalization exceeding $2 trillion and substantial 

projected growth. American companies' declining market 

share in this sector could have broader implications for 

economic competitiveness and technological leadership. 

 

The sector's growth has implications beyond direct 

economic benefits. Cryptocurrency and blockchain 

technologies are driving innovation in cybersecurity, 

distributed computing, digital identity management, and 

financial technology—all areas with broad applications 

across the economy. Reduced American participation in 

cryptocurrency innovation could limit spillover benefits to 

other technology sectors. 

 

XI. RECOMMENDATIONS FOR POLICY 

REFORM 

 
A. Comprehensive Federal Framework Development 

The analysis of current regulatory challenges and 

international best practices suggests several key 

recommendations for improving the U.S. regulatory 

framework for cryptocurrency and blockchain technology. 

These recommendations focus on providing regulatory 

clarity while maintaining appropriate oversight and 

consumer protection standards. 
 

 Unified Regulatory Authority Structure: 
The current multi-agency approach creates 

substantial coordination challenges and regulatory 

uncertainty. A reformed regulatory structure should 

establish clear lines of authority and eliminate overlapping 

jurisdictions that create duplicative compliance 

requirements. 

 

One approach would involve designating a lead 

federal agency for cryptocurrency regulation, with other 

agencies maintaining jurisdiction over specific aspects of 

digital asset activities within their existing mandates. For 

example, the CFTC could serve as the primary regulator 

for digital commodities and derivatives, while the SEC 

maintains authority over digital assets that qualify as 

securities. 

 

Alternatively, a new federal agency specifically 

designed for digital asset oversight could be established, 

similar to the approach taken by some international 

jurisdictions. This agency would have comprehensive 

authority over cryptocurrency markets while coordinating 

closely with existing financial regulators on areas of 

shared concern. 

 

 Regulatory Classification Framework: 
A clear, standardized framework for determining the 

regulatory classification of digital assets would eliminate 

much of the current uncertainty facing industry 

participants. This framework should provide specific 

criteria for distinguishing between securities, 

commodities, currencies, and other asset categories, 

establish clear processes for classification determinations 

and appeals, include safe harbors for certain low-risk 

activities and experimental technologies, and provide 

pathways for assets to transition between regulatory 

categories as they evolve. 

 

The framework should be based on functional rather 

than technological characteristics, focusing on the 

economic substance and risks associated with different 

types of digital assets rather than their underlying 

technology implementations. 

 

 Proportionate Regulatory Requirements: 

Regulatory requirements should be calibrated to the 

risks posed by different types of digital asset activities and 

business models. Small-scale, low-risk activities should be 

subject to simplified compliance requirements, while 

large-scale commercial activities require more 

comprehensive oversight. 

 

This approach could include tiered licensing 

requirements based on transaction volumes, customer 

numbers, and asset values under management, simplified 

compliance procedures for startups and experimental 

technologies, enhanced requirements for systemically 

important cryptocurrency businesses, and clear graduation 

pathways as businesses grow and require more 

comprehensive oversight. 

 
B. Compliance Burden Reduction Initiatives 

Several specific measures could significantly reduce 

compliance burdens without compromising regulatory 

objectives. These measures focus on eliminating 
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duplicative requirements, streamlining compliance 

processes, and leveraging technology to reduce 

compliance costs. 

 

 Standardized Regulatory Infrastructure: 

The development of standardized systems and 

processes for regulatory compliance would reduce the 

burden of maintaining separate compliance systems for 

different regulators and jurisdictions. Key components 

should include common data standards for regulatory 

reporting across agencies, standardized APIs for 

regulatory data submission and retrieval, unified customer 

identification and verification procedures, shared 

databases for sanctions screening and suspicious activity 

monitoring, and coordinated examination and audit 

procedures. 

 

This infrastructure could be developed through 

public-private partnerships that leverage industry 

expertise while ensuring appropriate regulatory oversight 

and data security. 

 

 Technology-Enabled Compliance Solutions: 
Regulatory agencies should actively promote the 

development and adoption of technology solutions that 

streamline compliance processes and reduce costs for 

regulated entities. Potential approaches include automated 

regulatory reporting systems that extract required 

information directly from business systems, blockchain-

based compliance monitoring that provides real-time 

regulatory oversight, artificial intelligence systems that 

assist with transaction monitoring and suspicious activity 

detection, and standardized compliance management 

platforms that can be used across multiple regulatory 

frameworks. 

 

The development of these technologies could be 

facilitated through regulatory sandboxes that allow for 

experimentation with new compliance approaches under 

relaxed regulatory requirements. 

 

 Mutual Recognition and Reciprocity: 

Where appropriate, U.S. regulators should develop 

mutual recognition agreements with international 

regulatory authorities that allow compliance with foreign 

regulatory requirements to satisfy equivalent U.S. 

requirements. This approach could reduce compliance 

burdens for businesses operating across multiple 

jurisdictions while maintaining appropriate oversight 

standards. 

 

Mutual recognition agreements could cover areas 

such as customer identification and verification 

procedures, anti-money laundering compliance programs, 

operational risk management standards, and market 

surveillance and manipulation detection systems. 

 

C. Innovation Promotion and Competitive Enhancement 
The regulatory framework should actively promote 

innovation and maintain American competitiveness in the 

global digital asset market while ensuring appropriate risk 

management and consumer protection. 

 Regulatory Sandbox Programs: 
Comprehensive regulatory sandbox programs would 

allow businesses to test innovative technologies and 

business models under relaxed regulatory requirements 

while providing regulators with opportunities to 

understand emerging technologies and develop 

appropriate oversight approaches. 

 

Effective sandbox programs should include clear 

entry criteria based on innovation potential and risk 

assessment, specific timelines and scope limitations to 

manage regulatory risk, graduated compliance 

requirements that increase as businesses scale, and clear 

pathways for transitioning successful experiments to 

permanent regulatory frameworks. 

 

The programs should be coordinated across federal 

and state regulators to provide comprehensive relief from 

regulatory requirements and avoid jurisdictional conflicts. 

 

 Innovation Incentives and Support: 

The regulatory framework should include specific 

provisions designed to encourage innovation and maintain 

American technological leadership in digital assets. These 

could include expedited review processes for innovative 

technologies and business models, grants or other financial 

support for research and development in regulatory 

technology, technical assistance programs to help 

businesses navigate regulatory requirements, and 

partnerships with academic institutions and research 

organizations to advance understanding of digital asset 

technologies. 

 

 International Competitiveness Monitoring: 
Regular assessment of American competitiveness in 

global digital asset markets should inform ongoing 

regulatory development and reform efforts. This 

monitoring should include analysis of market share trends 

in key digital asset sectors, tracking of innovation metrics 

such as patent applications and R&D investment, 

assessment of regulatory frameworks in competing 

jurisdictions, and evaluation of the effectiveness of U.S. 

regulatory approaches in achieving policy objectives. 

 

The results of this monitoring should be used to 

inform ongoing regulatory refinement and ensure that 

American regulatory approaches maintain 

competitiveness while achieving appropriate oversight 

objectives. 

 

XII. CONCLUSION 

 
The regulatory landscape for blockchain technology 

and cryptocurrencies in the United States has reached a 

critical juncture where fundamental reform is necessary to 

address mounting compliance burdens, competitive 

challenges, and innovation barriers. This comprehensive 

analysis reveals that the current fragmented approach, 
characterized by overlapping agency jurisdictions and 

enforcement-driven policy development, has created 

substantial costs and uncertainty that may be undermining 
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American leadership in this critical emerging technology 

sector. 

 

A. Key Findings and Their Implications 
The research demonstrates that regulatory 

compliance costs have reached unprecedented levels, with 

industry participants spending an estimated $18.7 billion 

annually on compliance activities. This represents a 67% 

increase from 2023 levels and accounts for 15-25% of 

operational expenses for major cryptocurrency exchanges. 

These costs create significant barriers to entry for 

innovative startups and may be driving consolidation in 

the industry that reduces competition and innovation. 

 

The fragmented regulatory approach has created 

substantial uncertainty for industry participants, with the 

same digital asset or business activity potentially subject 

to oversight by multiple agencies with conflicting 

requirements. The ongoing jurisdictional disputes between 

the SEC and CFTC have created regulatory ambiguity that 

makes compliance planning difficult and expensive. 

 

International comparison reveals that the United 

States is falling behind other major jurisdictions in 

providing regulatory clarity for digital assets. The 

European Union's MiCA framework, implemented in 

2023, provides comprehensive regulatory standards that 

enable business planning and compliance program 

development. Asian jurisdictions such as Singapore and 

Japan have similarly developed clear regulatory 

frameworks that have attracted cryptocurrency businesses 

and investment. 

 

The regulatory uncertainty has measurable effects on 

American competitiveness in the global digital asset 

market. U.S. market share in cryptocurrency trading has 

declined from 45% to 38% between 2021 and 2024, while 

127 American cryptocurrency companies have relocated 

operations to jurisdictions with clearer regulatory 

frameworks. Venture capital investment in U.S. 

cryptocurrency companies declined 47% during the same 

period. 

 

B. The Imperative for Reform 

The analysis demonstrates that the current regulatory 

approach is not sustainable and may be undermining 

important American economic and national security 

interests. The digital asset sector represents a foundational 

technology for the future of finance, with applications 

extending far beyond cryptocurrency trading to include 

central bank digital currencies, programmable money 

systems, decentralized finance protocols, and blockchain-

based identity and verification systems. 

 

American leadership in these technologies is critical 

for maintaining influence over global financial 

infrastructure development and ensuring that digital 

payment systems remain compatible with American 
values and interests. The current regulatory uncertainty 

risks ceding this leadership to foreign competitors who 

have developed clearer and more supportive regulatory 

frameworks. 

The migration of cryptocurrency innovation and 

talent to other jurisdictions represents a form of 

regulatory-driven brain drain that could have lasting 

implications for American technological competitiveness. 

The blockchain and cryptocurrency sector drives 

innovation in cybersecurity, distributed computing, 

cryptography, and financial technology—all areas with 

broad applications across the technology sector and 

economy. 

 

C. A Path Forward 
The proposed Financial Innovation and Technology 

for the 21st Century Act represents an important step 

toward comprehensive regulatory reform, though 

significant refinements will likely be necessary to address 

stakeholder concerns and ensure effective implementation. 

The legislation's tripartite classification system for digital 

assets and clear allocation of regulatory authority between 

agencies could provide the regulatory certainty that 

industry participants need while maintaining appropriate 

oversight. 

 

However, successful reform will require more than 

legislative action. Federal agencies must commit to 

collaborative approaches that prioritize regulatory clarity 

and consistency over institutional prerogatives. State 

regulators must coordinate with federal authorities to 

avoid creating additional compliance burdens through 

conflicting requirements. Industry participants must 

engage constructively with regulators to develop practical 

compliance solutions that achieve regulatory objectives 

while maintaining innovation incentives. 

 

The international dimension of cryptocurrency 

markets requires enhanced coordination with foreign 

regulatory authorities to develop consistent global 

standards while maintaining American competitive 

advantages. This coordination should focus on preventing 

regulatory arbitrage while ensuring that American 

businesses can compete effectively in global markets. 

 

D. Critical Success Factors 

The success of regulatory reform efforts will depend 

on several critical factors. Leadership commitment from 

both Congress and federal agencies is essential for 

overcoming institutional resistance and implementing 

comprehensive reforms. The reform process must balance 

multiple competing objectives, including innovation 

promotion, consumer protection, market integrity, and 

international competitiveness. 

 

Stakeholder engagement throughout the reform 

process is crucial for developing practical solutions that 

work for both regulators and industry participants. This 

engagement should include not only major industry 

players but also startups, consumers, and public interest 

groups that may be affected by regulatory changes. 

 
International coordination will be increasingly 

important as cryptocurrency markets continue to develop 

and integrate across borders. American regulatory 

frameworks must be compatible with international 
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standards while maintaining appropriate sovereignty over 

domestic financial markets. 

 

E. The Stakes 
The decisions made regarding cryptocurrency 

regulation in the coming years will have lasting 

implications for American economic competitiveness and 

technological leadership. The cryptocurrency and 

blockchain sector represents one of the most significant 

technological developments in finance since the internet, 

with the potential to transform payment systems, capital 

markets, and financial infrastructure. 

 

Failure to develop appropriate regulatory 

frameworks could result in the United States losing 

leadership in this critical sector, with implications 

extending far beyond cryptocurrency markets. Success in 

developing effective regulation could position the United 

States as the global leader in digital asset markets while 

ensuring appropriate protection for consumers and market 

integrity. 

 

The window for establishing American regulatory 

leadership may be narrowing as other jurisdictions 

continue to develop comprehensive frameworks that 

attract businesses and investment. However, the United 

States retains significant advantages in terms of market 

size, technological capabilities, and financial 

infrastructure that could be leveraged through appropriate 

regulatory reform. 

 

The cryptocurrency regulatory challenge represents 

both a significant risk and a tremendous opportunity for 

American economic leadership. The choices made by 

policymakers, regulators, and industry participants in the 

coming years will determine whether the United States 

maintains its position as the global leader in financial 

innovation or cedes this leadership to more nimble 

competitors. The stakes could not be higher, and the time 

for comprehensive reform is now. 

 

The path forward requires recognizing that 

cryptocurrency and blockchain technologies represent 

fundamental innovations that require new regulatory 

approaches rather than ad hoc application of existing 

frameworks. Success will require collaboration, 

innovation, and a commitment to balancing multiple 

competing objectives while maintaining American 

leadership in this critical emerging technology sector. 
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