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Abstract
These days, computer networks are used in a wide variety of home and business settings worldwide. Computer networks play
a crucial role in corporate organisations. Device-to-device communication is at risk since hackers can fetch this data without
authorisation. As a result, data is encrypted to protect it from online threats. When this encryption procedure is used across a
network, it presents serious difficulties. Because it uses a lot of extra network resources to do complex computations, such as
encrypting and decrypting data. As a result, it affects computer network performance, which results in a very poor user
experience. Finding the best and most suitable solution is crucial to maintaining the robustness and integrity of data security
as well as increasing network efficiency. This paper's findings include an evaluation of how encryption affects network
performance. Additionally, strategies to lessen the effect of data encryption on computer network performance are included.

Through future study, more effective data encryption methods can be developed.
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I INTRODUCTION

Nowadays, in this digital era, the world relies on the
transmission of data from one place to another through
computer networks. Computer networks have applications
in every sector and field. Computer networks are perceived
as the backbone of technological and business growth. In
current times, there is a significant increase in
cyberattacks. These hacking experts fetch the important
data of business organisations through computer networks
illicitly, which makes their data compromised.
Consequently, there can be serious ramifications of cyber
assaults for companies [1]. As a result, the information is
required to be protected by safeguarding its transmission
to make sure that its secrecy and integrity is maintained.
Therefore, encryption is required to be carried out to make
data secure. Data encryption has some merits as well as
demerits. It makes data secure, but it has some impact on
the performance of networks, which depends on various
factors, including type, level of encryption and order of
processes. The focus of global debate is on the impact of
encryption on the performance of networks, as it is
impacting global business community massively [2].

1. LITERATURE REVIEW

» Data Encryption

It is the process of converting information into an
indecipherable form through an algorithm. The encrypted
information can be changed to its original form by means
of the key. The person who possesses the key can get the
decrypted information [3].

» Sorts of Data Encryption

Data encryption has two major types. Symmetric
encryption and asymmetric encryption are these two sorts
[4]. In symmetric encryption, those who possess
authorisation and receive information have the private key,
which can be used to encrypt and decrypt information. It
is a basic method, but it is not recommended for
commercial applications as it sends the key with data,
which is not secure [5]. Asymmetric encryption is
comprised of two keys, I-e, public and private keys. Public
key is publicly available to everyone, while the private key
is only available to authorised people. A mathematical
formula is employed to decrypt data, which requires both
keys. The private key can decrypt the information which is
encrypted by the public key [6].
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» Determinants of Encryption Performance

Encryption is a critical approach for ensuring the
integrity and confidentiality of data. However, there are
different factors which impact the performance of
encryption.

» Technique and Mode

The selection of mode and algorithm has a significant
impact on the efficiency of encryption and its scalability
[7]. There are some pros and cons of different algorithms
of encryption. These algorithms vary in terms of speed,
protection and usage of resources. For example, Advanced
Encryption Standard (AES) has greater speed and better
security as compared to Data Encryption Standard (DES).
In contrast, AES has greater memory and processing
power requirements than DES [7].

» Management of Key

Key management is the other main component of
encryption, which impacts the efficiency and scale of
encryption. During the procedure of encryption, the keys
are produced, saved and shared [8]. The safety of keys,
accessibility and compatibility with various systems are
some of the main problems of key management. The
impact of key management on the efficiency and speed of
encryption and decryption techniques depends on the size,
type and frequency of variations in the key [8].

» Hardware and Software

The hardware and software of networking appliances
have an impact on the efficiency as well as scalability of
encryption. The physical components incorporate
processors, network cards and memory. The software is
the programs which employ algorithms to carry out the
encryption and decryption process [11]. These programs
include libraries, frameworks, and protocols. The impact
of hardware and software on encryption's efficiency and
scalability is in terms of configuration, enhancement and
synchronisation. For example, the hardware can accelerate
the sort of task which can be expedited by it. Moreover,
this can reduce the computational load on the central
processing unit. However, the synchronisation and utility
of encryption can be reduced if there is incompatibility
between software components and encryption [9].

» Data Size and Frequency

The greater size of data and high frequency can
impact the performance and scale of encryption. The
information is transmitted in the form of packets,
documents, and texts [13]. The rate at which encryption
and decryption should be carried out is keyword data
frequency. The impact of frequency and size of
information on the performance and scale can be measured
in latency, output and bandwidth [10].

» Security Requirements

The higher data protection requirements are based on
the type, value, and sensitivity of information and
applicable regulations. It can have an effect on the
functioning and scale of encryption [15]. Appropriate
algorithms, modes and key management are essential to
comply with protection requirements. The high security

reduces the efficiency and frequency of the encryption
procedure badly [11].

» System Design

The method of integration of encryption into the
system can impact the working of encryption with other
components of the system. The different components are
sources of information, flows of data and data conversions.
The usage of resources of system nodes, including servers
and clients, can vary as it depends on the way encryption
is scaled in the system. The level of integration with the
system can influence how well it will adapt to the
requirements and changes in the system, such as load,
growth and productivity [12].

» Ways to Minimise Performance Impact

The enhancement of encrypted communication is the
major requirement to mitigate the impact on performance.
There are various approaches which can be employed to
make the plain text data secure from possible threats, and
encryption incorporates the conversion of the data into
"Ciphertext” [13].

> Selection of Appropriate Encryption Algorithms
Appropriate algorithm selection is quite significant.
Every algorithm requires a different magnitude of
computational intricacy. Enterprises are balancing
between protection and efficiency by assessing the
network's requirements and the significance of data.

» Hardware-based Acceleration

The encryption efficiency is elevated through
hardware accelerators. These accelerators are developed to
perform cryptographic processes effectively. It reduces the
load on the main CPU [14]. The major impact of
encryption on networks is minimised through
incorporating accelerators in servers that enhance
performance.

» Perfect Forward Secrecy

The current as well as future communication has not
employed a "Cryptographic Key" for decryption as per the
concept of perfect forward secrecy. It is an important data
security feature, but it impacts the encryption efficiency.
The deployment of perfect forward secrecy comprises
attentive deliberation regarding computational load and
key exchange techniques to balance between protection
and efficiency [20].

» Compression Approaches

The reduction of noise is carried out by compression
before transmitting the data. It allows to transmit data
appropriately, enhances the performance of the network
and reduces the transmission time [21].

» Load Balancing and Traffic Shaping

This enhancement approach enhances the
performance of the network by easing congestion and
reducing delays. The encryption normally consumes the
majority of network resources. This technique still
enhances performance. It employs Traffic Shaping
approaches to convert Plaintext to Ciphertext. It is carried
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out to transmit data which is time sensitive. It enhances
flexibility and precision depending on the data, which is
encrypted [15].

» Content Delivery Networks

These sorts of networks have elevated the network
performance significantly. CDNs transfer the computation
load to scattered servers which are near the users while
transmitting the main data. Content delivery networks are
employing an important encryption approach for making
the confidential information secure during transmission
[16].

1. METHODOLOGY

» Research Design

The methodology of this research paper is comprised
of a systematic review of relevant and latest literature for
exploring the impact of encryption on the performance of
computer networks, including the way it enhances the
security of data, contributing factors, and ways to reduce
the impact of data encryption on network [17].

» Search Strategies

The systematic review conducted in this research
paper abides by the framework of Petticrew and Roberts
[18]. The search in numerous research journals and
repositories is carried through employing relevant key
terms. For collecting diverse literature, the reference lists
and in-text references are checked. Moreover, the titles,
abstracts, and keywords of different publications checked
to explore more pertinent publications [19]. For
conducting the pertinent research and fulfilling the
requirements of the current paper, the major term used is
'impact of encryption'. By means of this key term, different
research repositories are checked. These repositories
include Research Gate, Scopus, Web of Science, Grey
Literature, and Science Direct. The other relevant key
terms which are used include ‘encryption’, ‘encryption and

network performance’, ‘demerits of encryption’,
‘disadvantages of encryption’, ‘factors impacting network
performance’, ‘ways to minimise network performance
impact’, and ‘techniques to reduce encryption impact on
network’.

During the search the complete focus was on finding
the pertinent literature to the topic of this paper I-e impact
of data encryption on network performance. These all
terms are used to get the highly pertinent, authentic and
latest information. The focus remained on research papers,
reports, and conference proceedings. By means of
inclusion criteria, peer-reviewed papers are incorporated.
The papers need to have relevance with cybersecurity,
networking and encryption [20].

Due to exclusion criteria, some publications are
overlooked. In includes the publications which are not
pertinent to networking. Moreover, the publications which
fall in the networking field but remain irrelevant to
encryption, data transmission, and network performance
are considered not pertinent. In addition, the key terms
‘encryption’ or ‘network performance’ or ‘impact on
network performance’ are incorporated in publications 1-
4 times. First, 52 publications are considered. In contrast,
13 of the irrelevant ones are excluded. Therefore, the
remaining 39 are shortlisted. The publications’ references,
and in-text references are assessed. Moreover, backwards
and forward references are assessed. The number of
publications which are shortlisted as a result of backwards
searches is 5. Additionally, the 'cited by feature is used in
carrying out forward searches of 39 papers. It is conducted
by checking the titles, abstracts, and keywords. Therefore,
another 7 papers are included. The 3 papers were similar
and were excluded. Therefore, the total number of papers
shortlisted for systematic review is 48. The literature is
checked twice to ensure the pertinence and authenticity of
the literature.

11.2 First Selection of articles
Number of articles: 39

111.2 selection of articles
Number of articles: 41

1.2 Reading Abstracts and Complete Papers
Inclusion Criteria:
- Peer reviewed publication in networking or cybersecurity
- Oriented to transition studies
- Available before 31 August 2025

Exclusion Criteria:
- Articles not addressing disinformation
- Articles addressing “disinformation’ just in passing

1.1 Examining Reference Lists and “cited by’ of first selection or
articles

- Backward citations: articles that are cited by the articles in initial
meeting inclusion/exclusion criteria (5 additional papers)
- Forward citations: articles that cited the articles in the initial
selection meeting inclusion and exclusion criteria (3 additional
papers)

Fig 1 Flow of Systematic Review



V. FINDINGS

» Encryption’s Role in Data Protection

The most effective and appropriate technique to make
the information safe is encryption. A good encryption
technique is one which does not impact work, which can
be accomplished by protecting data and having a balance
between productivity as well as security [28].
Furthermore, the processing should be expedited when
data is being encrypted and decrypted. It will minimise the
response time. The information must be encrypted and
decrypted fairly and accessible to people who are
authorised [21].

In addition, the encrypted database' size must not be
increased to a greater extent. The protection of information
is completely dependent on the secrecy of encryption keys.
Consequently, the key management has paramount
significance [23]. The key generation should be carried out
in such a manner that it cannot be predicted, even if the
algorithm, configuration and generated key are fetched, no
one can anticipate or trace the future keys [23].

By means of data encryption, an authorised resource
can store the information securely by keeping it separate
from the system. This encryption procedure ensures that
no unauthorised person can fetch information when it is in
an idle state. After encryption, the authorised person can
even send the encrypted data through a medium that is not
secure [22].

This process of making information encrypted is a
comprehensive errand as it involves the generation of a
number of keys in order to make data protected. Although
the key storage and management is quite strenuous. If any
key is illegally fetched by a hacker then the owner of the
information will not be able to possess it [26].

Secrecy, availability and integrity of information are
critical components of making information protected. It is
difficult to attain secrecy as well as availability at the same
time [27]. The reason is that data can be protected by
encryption by the database, so once it is protected, it
cannot be completely available. Consequently, it is
required to carry out a balance between secrecy and
availability [21].

The process of encrypting data impedes the efficacy
of traditional data techniques. It is strenuous to trace
unusual patterns in the encrypted traffic. Furthermore, the
tools which are employed to prevent the loss of data cannot
check and protect the illicit transmission of secret data.
The malicious assaults exploit it, actually, which encrypt
information prior exfiltration or encryption of
communications among command-and-control and system
which is assaulted [22].

The best method is to perform TLS evaluation, start
encrypted traffic with a private TLS certificate and spot
harmful elements in decrypted traffic. In this case no end-
to-end encryption will be available. In this case, trusting

third-party firms and a TLS inspection box will be an
available option to oversee the network traffic [36]. This is
not recommended when information is quite critical and
private. Decryption and assessment of the payload make
confidentiality compromised if the user does not know the
technicalities. As the network engineers carry out device
configuration to make intermediate certificates reliable
without informing the users [36].

In the current technological landscape, the main
difficult errand is to ensure conformity in end-to-end
protection, adhering clientele confidentiality and fetching
adequate information of network traffic prior to potential
threats and dedicate resources accordingly and make them
save. It is a strenuous challenge, so the substitute
techniques need to be investigated to identify threats which
can make the secrecy of the user secure. Artificial
intelligence-driven and machine learning-based modern
technologies can be built [38].

The transmitted information can be protected through
cryptographic algorithms through turning data into an
encrypted text such as ciphertext. It can just be deciphered
by people who possess authorisation. This will not permit
people who don’t possess permission to get secret
information. The cryptographic encryption techniques
provide an added protection layer to counter digital threats,
securing the identity-based information and secrecy of
those who are senders and receivers. The Al and ML-
driven approaches can be used to carry out encryption of
data, identify abnormalities and access control systems in
an efficient manner [23].

The potential digital threats can be anticipated and
decreased through leveraging Al and ML by identifying
the data access patterns appropriately. In similar fashion,
Al and ML-based technologies can allow recognising
malicious things and automating the security of
information. Accordingly, encrypting the information
hides it. Therefore, encrypting data has a major impact in
identification and scanning network traffic [40].

» Encryption’s Impact on the Network Performance

The functioning of encryption impacts the
performance of the network. Consequently, the right
encryption approach is required to be adapted. The
companies need to maintain a balance between the
requirement to make data secure and up-to-the-mark
performance [25].

The overhead impact of data encryption is on TCP. It
is an internet protocol. It is liable to transmit information
over the networks. The data is transformed from text into
ciphertext by encryption for protecting it. Though it
enhances the data size [26].

The data which is not encrypted has a smaller transfer
time. In case the size of information which is not encrypted
increases, the transfer time increases in a consistent
manner. Nevertheless, in case the size of encrypted
information increases the transfer time changes in an
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inconsistent manner. Furthermore, it is observed that
transfer time of encrypted information normally remains
considerably high [43].

Normally, the cryptographic algorithms make the
information highly secure that they allow senders to send
the information over the mediums which are considered
unreliable. Although intricate cryptographic procedures
consume high technical resources and cause considerable
network overhead. It is linked with significant costs such
as overhead costs [28]. For the major range of node
densities, AES outweighed DES standard in terms of
latency, packet delivery proportion and data vyield.
Although there is the greatest packet loss due to the
Advanced Encryption Standard cryptographic algorithm.
In contrast, there is minimal packet loss in DES.
Consequently, there are sizeable overheads and related
costs caused by encryption [27].

AES gives a matchless network performance. AES
requires the fewest rounds, that guides to a small
deployment time while remaining random. Although
Triple Data Encryption Standard requires a comparatively
high number of rounds for verification. Therefore, it uses
a higher authentication time. Consequently, AES provides
quite lower deployment times and reduced intricacy while
remaining random and protected from malicious activities
[28].

It becomes difficult to analyse the traffic and
performance of the network because of encryption. The
technical staff normally relies on the capacity of the
application to evaluate and understand the traffic's
components to supervise potential issues and gain detailed
insights about the network's performance as well as
protection [29]. The tools which sniff network and trace
packets are leveraged to troubleshoot the network-related
difficulties. These tools scan traffic through by analysing
packets as well as load. Furthermore, data flow is assessed
by means of network flow analysers. These tools provide
details regarding network performance, bandwidth and
type of traffic. Tools related to network performance
management supervise and scan network performance to
find out and solve malfunctions which is impacting the
network performance. Such applications are leveraged to
highlight and diagnose issues including higher delay, less
network access and poor performance [48].

The functioning and efficiency of network flow
analysers is impacted by encryption. As they employ
transmitted data to enhance the visibility of the network
with tool information. Therefore, tools don't have the
capacity to scan network packet payloads for checking the
traffic, as encryption of data payload is carried out.
Consequently, the technical staff remain able to receive
handsome traffic details through leveraging SSL/TLS
decrypting or obtaining the HTTP header from encryption
certificates to identify traffic [49].

If the lengths of keys are different, the substantial
length of encryption keys enables considerable changes in

consumption of power and time. Hence, encryption
shrinks the network performance massively [30].

» Recommendations to Lessen the Effect of Encryption on
the Performance of Networks

The appropriate way to protect important information
and make sure efficiency of networks is to carryout
encryption of information at the DB level. Normally, the
information is encrypted at the levels of file and the
application. The two major types of encryption incorporate
approaches that can be utilised to lessen the encryption’s
overhead and number of procedures and stages in
encryption [25].

Furthermore, there is quite an intricacy in issues
related to efficiency and protection. Consequently, the
services of various technical and network professionals
need to be taken who possess a complete comprehension
of available choices as well as the end user or
organisation’s certain environment. As dependency on
perimeter security and DB access control will not be
adequate for the needed security. The tools related to
packaged database encryption have significant efficacy in
making the sensitive information secure [51].

It requires attentive oversight and enhancement of
results while encrypting data to keep a balance between
information protection and network performance. The
performance of encryption can be assessed through
different frameworks and metrics. It incorporates
encryption rate, latency, quality, and security.
Furthermore, there are a number of techniques through
which encryption's productivity can be made better [31].

Such techniques manage factors, leverage parallel
processing and perform hardware-powered and software-
powered acceleration. The requirement is to find the
desired balance between various variables. These variables
include time, size, quality, and protection, fine-tune
variables like level, mode, packet’s size, or key’s size. The
multi-cores, multi-threads, or multi-nodes can help in
enhancing the scale, efficiency and outcome. Additionally,
the performance of networks can be significantly elevated
by employing dedicated chipsets, GPUs or frameworks
while maintaining interoperability and reliability [53].

The systems which carry out encryption need to be
upgraded in order to enhance capacity and capability, so
encrypting information can be considerably costly.
Without the latest and cutting-edge systems, the number of
steps in encrypting information will be on the higher side
[22].

CDN reduces end-to-end delivery time towards the
end-users. Furthermore, it removes loads of content
providers that allow to ensure security against Distributed
Denial of Service threats. It consists of a gigantic number
of nodes that help users to gain information from close by
nodes. Such networks elevate the user experience through
sharing information to end-users by means of the
appropriate usage of resources of network. CDNSs preserve
content in caches in locations close to end-users, send
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fetched content to those locations and send information to
end-users [32].

The symmetric wireless networks will revolutionise
cellular communication systems. The way to enhance
resource distribution, data transmission rate, time, and
various competencies is a significant thing to deliberate on
due to micro base stations' minute assets in the wireless
networks. There is a need to have an appropriate heuristic
information communication and relocation approach with
load balancing. It is an adaptive data traffic control
method. The main theme behind it is to segregate the
traffic of network links and micro base stations for
maintaining traffic. As it has more traffic in the symmetric
wireless network [33].

V. CONCLUSION

The way encryption works, it affects network
performance. As a result, the appropriate encryption
technique must be deployed. A balance between the need
to ensure data security and high-quality performance must
be maintained. Data encryption has an overhead effect on
TCP. To safeguard the data, encryption converts it from
text to ciphertext. Even so, it increases the size of the data.
Additionally, it has been shown that the transfer time of
encrypted data typically stays incredibly long. Information
is typically so secure thanks to cryptographic algorithms
that they enable senders to transmit it over unreliable
channels. However, complex cryptographic processes
demand a lot of technological resources and result in
significant network overhead and expenses.

AES provides unmatched network performance since
it uses the fewest rounds possible, resulting in a short
deployment time while maintaining randomness. As a
result, it takes longer to authenticate. As a result, AES
offers significantly shorter deployment times and less
complexity while maintaining randomness and security
against malicious activity. Because of encryption, it
becomes challenging to assess network traffic and
performance. Encryption affects the effectiveness and
operation of network flow analysers. Using tool
information, technical resources use communicated data to
improve network visibility. The significant length of
encryption keys allows for significant changes in power
and time consumption if the key lengths differ. Security,
quality, latency, and encryption rate can all be used to
evaluate an encryption's performance.

Additionally, encryption's efficiency can be
increased by utilising parallel processing and accelerating
it using both software and hardware. Finding the ideal
balance between time, size, quality, and protection is
necessary. You must also adjust variables like level, mode,
packet size, or key size. The scale, efficiency, and result
can be improved with the use of several cores, threads, or
nodes. Additionally, using dedicated chipsets, GPUs, or
frameworks can greatly improve network performance
while preserving compatibility and dependability. End-to-
end delivery time to end users is shortened via CDN.
Additionally, it eliminates load content providers that

enable protection against threats such as Distributed
Denial of Service.

Encrypting data at the database level is the proper
method to safeguard sensitive data and ensure network
efficiency. The technologies associated with packaged
database encryption are quite effective at protecting
sensitive data. Cellular communication systems will
undergo a revolution thanks to symmetric wireless
networks. Given the tiny assets of micro base stations in
wireless networks, it is important to consider how to
improve resource allocation, data transmission rate, time,
and other abilities. A suitable heuristic information,
communication and relocation strategy with load
balancing is required. This method of data traffic control
is adaptive. The primary idea is to preserve traffic by
separating network connections and micro base station
traffic due to the symmetric wireless network's increased
load. As a result, encryption significantly reduces network
performance, which must be fixed. Furthermore, more
efficient data encryption techniques can be explored
through further research.
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