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Abstract
Innovation within the financial messaging ecosys- tem can lead to increased competition and potentially lower transaction
costs. Yet investment needed for innovative services may not come from existing players—it often needs to be stimulated
by new entrants, possibly in cooperation with third parties. Licensing addresses how intellectual property (IP) is protected
and made accessible to others, it can thus influence both collaboration and the threat of entry. Licensing regimes can also
have implications beyond their initial intent; they can bear upon KYC/AML costs, offer a strategy for sanctions
compliance, and allow privacy regulations to be satisfied. So, understanding messaging protocols from a licensing perspec-
tive provides insight into these opportunities and challenges. Licensing-based considerations within the financial messaging
ecosystem can also help foster the privacy, data sovereignty, and regulatory compliance required to allow cross-border
flows of financial messages. Licensing enables operators to comply with AML/KYC and sanctions requirements, whether
through self-protecting controls or real-time decision-making using well- governed third-party solutions. Cross-border
consortia, formed to address market conditions, need to be structured to facilitate collaboration across jurisdictional
differences. A cross-section of the overall study “Licensing Models for Messaging Technologies” and “Global Compliance
and Regulatory Impact” can provide further detail on how innovations in licensing can promote a more interoperable,
globally compliant, and competitive financial messaging ecosystem.

Keywords: Financial Messaging Systems, Licensing Models in FinTech, Innovation Management in Finance, Cross-Border
Regulatory Compliance, SWIFT and Open Banking Frameworks, Global Financial Infrastructure, Interoperability and
Standardization, Digital Payments Governance, Business Model Trans- formation in Finance, RegTech and Compliance
Automation.

l. INTRODUCTION and China. The choices made by the operators of these
systems on key licensing dimensions influence the extent

Financial messaging system operators, users, and
vendors face surging costs associated with KYC/AML
compliance and sanctions screening being driven by ever-
tightening regulation in the area of cross-border
transactions, particularly in relation to the transfer of
money or currency across borders. Effec- tively all
messages with a KYC/AML or sanctions screening
dimension are sensitive to the privacy of the data being
transferred. Data-access and data-privacy considerations
clash at many levels, particularly between the USA

to which vertical and horizontal collaboration on new
messaging technologies takes place. Decision-making
on these key licensing dimensions shapes the economy-
related dynamics—competition, collab- oration, network
effects, innovation hubs, and standard-setting
engagement—that underpin the innovation economy in
this area. These relationships are further influenced by
the under- lying choice of KYC/AML and sanctions
obligations within a jurisdiction or set of jurisdictions.
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Fig 1 Financial Services Innovation Ecosystem

» Problem Statement

Licensing decisions and the terms of individual
licenses can directly affect the level of interoperability
of a mes- saging technology for financial transactions,
the cost for participants wishing to deploy that
technology within their own systems and the levels of
support required to operate that technology. For global
networks, the pressure to reduce cross-border friction and
comply with potential regulators in multiple jurisdictions
returns innovation to a more traditional joint research and
development model. These joint efforts risk moving in a
direction of a public good with cost evolving to meet
the ability to pay and be supported by an aligned
ecosystem for adoption and use, simply reducing the
time to space and vacuum. However, the messaging
technology ecosystem of suppliers, directly connected
participants and message-reliant customers simply move
too slow for real- time data requisition and cross-border
payments that satisfy reactively determining sanctions
position in real time. Too many interruptions therefore
require an ecosystem at risk of forking. With no dual-
market players, the ability to innovate rapidly and remain
relevant internationally is more critical than ever. The
direct effect of licensing on the above elements suggests
a cross-section cost—benefit analysis at a point in time.
But a better approach would systematically consider the
impact of the licensing choice on the innovation cycle
and its three elements of investment (past), threat of entry
(present) and collaboration (future). In this case, these
pressures relate primarily to the speed and cost of
adoption. They would probably exclude a threat of entry
forming a fourth dimension and possibly even a
competition—cooperation dichotomy, as for a public—

private data-sharing platform.

» Key Definitions and Concepts

Financial Messaging  Ecosystem.  Financial
messaging refers to the range of structured electronic
messages and the asso- ciated transfer of information
exchanged between the various stakeholders within the
global financial ecosystem. Financial messaging plays a
vital role in the integration of the global financial
infrastructure as it organizes the underlying pro- cesses of
KYC/AML, credit, debit, trade finance, securities
settlement, cash settlement, and funding. Various
standards, protocols, and arrangements are used to
facilitate these flows, and several organizations or
services are involved in the provision, supply, and
management of these relationships. Licenses. Licenses
refer to the means through which access to a product or
technology is granted to (and/or restricted from) fourth
parties. The specific terms of the license define the
utilization rights and obligations, implementation details,
and any associated costs. The use of a license and its
terms often influences technology adoption rates and cost
of adoption. Licensing models may also serve as a motive
for establishing a consortium to develop a standard, or
alternatively to dis- courage co-operation within a
consortium or the utilization of its standards.5 Key
aspects of a license specified for financial messaging
technologies include whether it is proprietary, open-
source, or royalty-free; the license costs (if any) and how
these are calculated; ownership and contribution
obligations; knowledge protection and security updates;
the risk of addi- tional forks; and the level of governance
and auditability (e.g., through certification) offered.
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1. FINANCIAL MESSAGING
ECOSYSTEM OVERVIEW

The financial messaging ecosystem encompasses
actors and governance involved in the specification
and routing of information between financial
institutions. The relevant perimeter rests on a functional
definition of financial messaging as any information
exchange happening between financial institutions that is
used to support the execution of financial transactions.
The actors involved may also differ across stages in the
lifecycle of a messaging standard, when different
competences are relevant—twice in the discussion below,
the logic of analysis refers to the “Licensing Models for
Messaging Technologies” and “Global Compliance

and Regulatory Impact” sections in shorthand. The
distinction between core protocols and players helps
isolate how licensing terms affect adoption risks related
to network effects. Core protocols group messaging
formats for the types of messages most used in the
ecosystem, together with the routing and security
protocols supporting their transmission. Messaging
protocol vendors are considered the suppliers of these
protocols, while the securities depositories or clearing
houses of global-to-local or local-to-local payments act as
primary users. National and supranational regulators
impose compliance rules on companies for their
operation; other actors lend guidance and support to the
users in their area of competence.
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Fig 2 Caption Adoption Trajectories by Licensing Regime

Table 1 Licensing Regimes—Summary Metrics

Regime p effective g effective
Open-source 0.043 0.35
Dual-license 0.0309 0.2975

Proprietary 0.0222 0.2625

» Equation 01: Licensing-Adjusted Adoption (Bass) —
Closed form

The article’s thesis implies licensing affects both the

“innovation” and “imitation” channels (costs and
interoperability).

Encode this as
p(r, L) = poe ™1, q(I) = qol @

With Bass diffusion, cumulative adoption A(t)
(share) has the closed form

A(t)=M1+pge —(p+a)tl—e—(p+at @

» Core Protocols and Players
Core protocols comprise the foundational core

messaging formats (e.g., SWIFT MT and ISO 20022-
based XML), the security protocols that secure the
messaging messages (e.g., Secure File Transfer for MT
messages and Secure Sockets Layer for XML), and the
routing protocols that enable reliable delivery of the
messages (e.g., FileAct for MT messages and Internet
Protocol for XML messages). The key players in the
ecosystem are the suppliers offering core interoperability
products (i.e., MTS and third-party gateways), the users
(both financial institutions and non-financial corporations)
relying on the services, the regulatory agencies ensuring a
secure envi- ronment, and the standards bodies defining
the core protocols. More granular licensing models
operating at these levels of the ecosystem can be
examined in depth and mapped across the whole
spectrum of licensing options available for messaging
technologies.
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> Interoperability and Standards

Licensing terms heavily affect the integration and
adop- tion of standards. Open access models facilitate
widespread implementation; licensing fees introduce a
cost of uptake and may inhibit adoption at the periphery
of the ecosystem, creating tension with OS or shared use
models. The choice of licensing model should thus
consider its implications for the speed of integration of a
messaging standard and its ability to leverage cross-
border data flows for increasing traffic. Adoption of a
standard that enables cross-border messaging reduces
costs and risk exposure for users, thereby stimulating
cross-border traffic, but invokes the same risk for foreign
open-access implementations. Delays in the uptake of
cross- border messaging standards due to inappropriate
licensing conditions may thus dampen sectoral growth,
call into question the long-term viability of an innovation,
and provide incentives for alternative solutions.
Incentives for a key standard-setting body to actively
monitor the health of the ecosystem, support cross-border
flows, and maintain backward compatibility with earlier
versions of proprietary standards should be suitably
aligned. Well-drafted licensing conditions further
minimize the risk of forks in messaging technologies.
The decision tree for selecting a license for messaging
technologies thus also extends to a cross-section titled
”Licensing Models for Mes- saging Technologies” and
another on ”Global Compliance and Regulatory Impact,”
where maintaining continuous compliance with different
jurisdictions is analyzed.

1. LICENSING MODELS FOR
MESSAGING TECHNOLOGIES

Licensing choices across the messaging technology
stack represent a key determinant of players’ incentives
to invest, integrate, and collaborate on innovation efforts.
The options available vary widely in cost, risk—reward
profile, and the type of contribution expected from
licensees. Each element of the licensing ecosystem
thus affects not only the direct cost of developing and
managing a given technology but also the myriad of
products and services built on top of it—ranging from
routing and security to the core messaging formats—
through the social and economic factors it nurtures. By
altering the architecture of economic interactions among
ecosystem participants, licensing terms modulate the
speed, security, and volume of messaging flows, which in
turn underpin key use cases, such as detecting and
reacting to the movement of sanctioned individuals,
organizations, or assets in real time. Open-source licenses
often reduce costs and risks for adopters, thereby
enhancing the speed and breadth of ecosystem uptake.
When their convergence aligns multiple stakeholders, the
resulting network effect reinforces demand and
accelerates the formation of a vibrant cross-border
ecosystem. Proprietary licensing can also facilitate
funding and governance of essential components but does
so at the risk of incurring excessive direct and indirect
costs—extracted through royalties or purchase prices—
that may impair the profitability of downstream players,
in particular smaller finan- cial institutions and actors
from non-G7 jurisdictions. Success therefore hinges on
sustaining an attractive KYC & AML offering while
limiting the licensing cost structure.
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Product 2

I‘I Client 2
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License 1
License 2

License 4
License 3

Fig 3 Licensing Models
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» Open-Source Versus Proprietary Licenses

Resources used for the development of messaging
tech- nologies can be licensed under open-source or
proprietary licenses. Open-source licenses provide much
broader access to the source code at little or no cost, and
thus reduce licensing cost and financial risk, especially
during initial development. However, proprietary licenses
allow for cost- recovery, which increases the potential for
funding commer- cially risky activities, such as high-
security projects and big- bang technological innovation.
The licensing strategy adopted also has implications for
the ability to secure contributions to the software,
maintain secure release processes, publish security
updates, provide money-back guarantees, and conduct
independent audits of the solution. Other things being
equal, insecure solutions attract fewer users and more
powerless ones. Furthermore, the testing of the full
ecosystem (solution, infrastructure, and procedures) can
only be guaranteed by independent entities having an
information advantage during the testing period. The
trade-off between security and analysis, however, remains
an open issue. A licensing model that gives control of the
system to a small group of privileged users facilitates its
secure development, but a user base with little or no
power — as found in dictatorships or when traffic can be
rerouted without users being aware of it — increases the
risk of insecure solutions.

» Commercial Licensing and Revenue-Sharing
Commercial licensing encompasses various business
models (licenses demanding royalties, usage fees, or
offering dual licensing) under which proprietary
technologies are made available for external use. How
licensed technology relates to ecosystem actors is
essential for understanding the distribution of revenue and
value among them. Such questions are highly relevant
when smaller players are involved, as computing power
and networking capabilities may compromise an SME’s
ability to absorb heavy licensing costs. Any licensing
regime is, therefore, a balancing act: a high cost may
allow the licensor to get back its investment rapidly,
but too high a cost may reduce adoption by third-party

vendors and the related installed customer base for the
licensed product. The affordability of assets is
particularly sensitive for regulatory agencies, which face
pressure to keep costs low. Ultimately, regulatory
compliance drives a considerable share of the global
messaging flows and has a heightened cost in a
fragmented environment. Data localization requirements,
combined with costly compliance needs, may impede
market participation, especially when KYC/AML and
sanctions screening entail maintaining multiple active
subscriptions. These considera- tions indicate that both
the architecture of a compliance domain and the rewards
to an associated operator influence funds available for
regulatory compliance. The effect of such commercial
licensing schemes on the cost of cross-border data
movements is especially relevant in the light of current
high- profile use cases such as RESTRICT, Cloud Act,
and GDPR.

(AVA INNOVATION INCENTIVES
AND MARKET DYNAMICS

Licensing choices exert a powerful influence on
competition, innovation, and market dynamics
throughout the ecosystem life cycle. License
configurations impact the degree to which commercial
players and innovation hubs are willing and able to
invest in an ice-breaking initiative. When the innovation
is a messaging standard, these factors shape the pace at
which the new standard is adopted and the number and
importance of cross-border flows across it. Fast uptake
of a new messaging standard—characterized by a low
cost of adoption, minimal risk of forking, and strong
backward compatibility with the last version of a
standard that was adapted—accelerates the response of
the community to the core requirements of KYC, AML,
sanctions screening, real-time risk assessment, privacy,
data protection, and data sovereignty. Accelerating
compliance economics remain important in reducing
compliance costs, but also in the costs to the economy
of inadequate KYC and screening regimes.

Annual cost per institution (normalized)
o}
H

Compliance cost by licensing regime

Open-source

N
Dual-license

Proprietary

Fig 4 Compliance Cost by Licensing Regime
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Table 2 Royalty Sensitivity (Holding I,L as Proprietary)

royalty r Adoption 10y Licensor profit proxy
0 0.5764 0
0.001 0.5755 0.0006
0.002 0.5747 0.0011
0.003 0.5738 0.0017
0.004 0.5729 0.0023
0.005 0.5721 0.0029
0.006 0.5712 0.0034
0.007 0.5704 0.004
0.008 0.5695 0.0046

The faster the cross-border messaging flows, the
greater the inertia they create and the harder they are to
disrupt. Hence, a degree of multi-stakeholder alignment
across KYC, sanctions, AML, data sovereignty,
privacy, and data protection, even if insufficient to
guarantee a broadly effective regime, can nonetheless be
sufficient to justify the speeds typically inherent in a
well-functioning economy.

» Equation 02: Per-Institution Compliance Cost and
System Cost

Per your KYC/AML + data-sovereignty emphasis
Cinst(r, 1) =c0 + camIS + cdata(1 — ID) +rU  (3)
Where

Cinst(r, I) = c0 + camlS + cdata(1 — ID) +rU 4)

U is normalized usage. Total annualized system
cost scales with adoption.

Ctotal(t)=A(t)Cinst(r,1)

» Competition, Collaboration, and Network Effects
Intra-ecosystem competition and collaboration are
two main dynamics that influence how licensing shapes
the adoption process of financial messaging standards,
which in turn de- termines the speed and scale of cross-
border data flows. From a competition perspective, an
ecosystem based on messaging technology A that is
licensed under terms that minimize the cost of adoption
and risk of economic failure will attract a higher volume
of cross-border financial flows than an ecosys- tem based
on technology A licensed under terms that raise those
hurdles. That is reflected in the economic dynamics of
Digital AML, an example examined in the next section.
The faster the uptake and the greater the resulting flows,
the greater the urgency for ecosystem stakeholders to
translate their com- petitive advantage in technology A
into a dominant position in the interoperability layers of
technology A ecosystem. Conversely, the adoption and
associated cross-border flows will be slowed if a
significant share of cross-border financial messaging is

exposed to discretionary risk-supervision burdens
(compared with the KYC/AML and sanctions-designated
risk- monitoring burdens associated with the rest of the
cross-border flows) due to dependencies on technologies
other than A. Opportune take-up and associated flows
ought therefore to be encouraged and steered towards
increasing economies of scale in compliance operations.
Ultimately, the intra-ecosystem political economy of the
financial-messaging-space collective and its position as a
leader or follower in the messaging-space economy will
determine the priority placed on collaboration that serves
to align (across multiple actors and sectors) adop- tion
patterns in the upper-layer levels.

» Innovation Hubs and Standard-Setting Bodies

Licensing terms can also shape the emergence of
innovation  hubs, enabling compatible and
complementary innovations by several stakeholders24.
When innovations foster cross- border flows of financial
messages (e.g., gateway solutions) or when adoption of
the innovation hinges on endorsement from several
stakeholders, an ecosystem governance model may
develop. By forming a consortium—such as the SWIFT
Information and Communications Technology for
Financial Services (ICT4Fin) Consortium or the
Bahama’s Sand Dollar Initiative—stakeholders can
develop a roadmap for common investments, assign
accountability to the innovation launch, and/or assure
long-term support and maintenance of the inno- vation
once deployed. Beyond informal governance or advice, a
consortium may also need to operate like an innovation
hub. Formal governance may assure that the ICT enables
the busi- ness model proposed by the consortium without
restricting or changing it. Licensing terms further
influence the governance of standards and standards-
setting bodies. For example, the Data Privacy Framework
enables U.S. organizations to comply with European
Union data protection requirements. The ab- sence of
KYC/AML screening in such cross-border gateways may
affect compliance with KYC or sanctions despite data
protection. To cover those risks, ad hoc initiatives,
such as the establishment of a cross-border consortium
to assure KYC/AML screening for SWIFT messages,
may emerge as an additional governance layer.
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Fig 5 Global Compliance and Regulatory Impact

V. GLOBAL COMPLIANCE AND
REGULATORY IMPACT

Licensing choices shape the Global Compliance
Architec- ture enabling Messaging technologies and the
Data protection and privacy flow For Financial
Messaging  Technologies, a Global Compliance
Architecture emerges through the interplay of KYC/AML
requirements, sanctions, relevant Data Regions, Data
Hosting Rules and Privacy Provisions across jurisdic-
tions. Messaging technology flows within Global
Compliance KYC and Data surveillance monitoring
regions further repli- cate the flow structure of countries
in the KYC Cross-Border Data Privacy-Sanctions
regimes of the OFAC’s SDN List for USA, The United
Kingdom Sanctions list, and the EU Consol- idated list of
sanctions. Licensing regimes are a determinant for
compliance Licensing Regimes form the backbone for
transition from a traditional approach to a modern
Technology enabled KYC screening Anti-Money
Laundering-Management process. Supervision of Cities
and Urban-Information is now recognised as self-other-
regional-status-role-agency-risk-atlog detection-and-
mapping-and-Regulatory ~ KYC  surveillance  and
screening in the USA-UK-EU. KYC compliance costs,
penal- ties and scale of payment ecosystem thus indicate
a role of licensing in due-diligence compliance and
increased cost, size, strategy and dynamics of KYC
adoption within the Payment Ecosystem and actors based
in these Regions continue to operate successfully only
through the KYC-compliance-of low investments. The
evolution of Compliance Management within the
Financial Messaging Market likewise indicate a similar
linkage; Licensing Regime for Financial Technologies
influence the Design and development of Compliance
within Messaging. Licensing conditions can dictate
whatever is a threat for a firm involved in the screening
of KYC rules and sanctions to develop compliance within

the Financial Messag- ing System and replace Financial
Messaging-SANCTIONS. The Licensing Position
influences the Technology decision- making of private
actors.

» Cross-Border Data and Privacy Considerations

Modern economics and globalized trade depend on
massive cross-border data flows for transactions,
development, enter- tainment, research, etc. However,
jurisdictional frameworks governing data transfers differ
significantly and, in some cases, present profound data-
transfer barriers that ultimately cannot all be addressed by
contract (for example, by EU-U.S. Privacy Shields). A
product/service development and marketing licens- ing
plan that services issues across borders—such as law-
ful/required access to data by state authorities and
protection of the personal data of individuals and
residents in the relevant jurisdictions—may ease final
regulatory compliance for the relevant actors. Indeed, if a
specific e-service- or product- deployment license solves
compliance for multiple states with different but not
contradictory access and protection regimes, the costs
and the respective legal liabilities of actors across borders
are reduced. Licensing choice can play a significant role
in resolving data-access and data-privacy issues when
delivering a service or product across jurisdictions with
con- flicting approaches to such matters. An approach of
facilitating access by making it harder to protect data
stored within a jurisdiction simplifies life for the
regulator, who merely has to look forward to the ease of
access to native data and does not have to devote time to
find exit nodes taking data from native servers to foreign
jurisdictions. The use of an encrypted data format, which
requires sound management, control, and resiliency,
allows the data to be retained on local servers while still
offering businesses or state authorities the option to gain
lawful access when necessary.
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» KYC/AML, Sanctions, and Messaging Flows
Licensing regimes influence the architecture
supporting Know-Your-Customer (KYC) and Anti-
Money-Laundering (AML) compliance. KYC and AML
legislation obliges fi- nancial institutions to screen
transactions to detect sanctioned entities and restrict flows
of funds through sanctioned corridors or toward
sanctioned entities. Transaction screening typically
occurs before the execution of a payment. Time lags,
however, can endanger the real-time nature of messaging
flows. In these scenarios, institutions often use artificial
intelligence to detect sanctioned entities, assess
transactions, and monitor suspicious relationships,

profiles, and corridors at risk. During the pro- cessing of
a payment, the sanction risks however remain, as real-
time sanction screening is not possible. As the sanction
domain is dynamic—new entities could be sanctioned
after the screening process during the movement of the
fund—the transaction could still be subject to execution
risk. This risk is often managed by creating a corridor,
which is continuously monitored. The choice of using an
Open-Source license, which could provide free access to
the technology, could incentivize the penetration of
messaging hubs in those countries where the banks
create a screen-corridor.

VI. CONCLUSION

Licensing innovations can promote a more compliant, interoperable, and competitive financial messaging ecosystem.
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Fig 6 Adoption vs. Royalty—Holding Interoperability & Cost Fixed

A future-oriented mapping of the licensing
landscape reveals options suited to different collaborative
and innovativeness requirements while ensuring adequate
incentives for KYC/AML compliance, sanctions
enforceability, and data privacy. The right licensing
terms can be a catalyst for more secure and affordable
solutions and grant stakeholders greater transformatory
power. The analysis connects norms concerning data
flows, privacy, technology rights, and compliance
screening to the costs and timing of financial messaging
adoption, the availability and reliability of cross- border
infrastructure, incentives for non-compliance, and the
overall capacity of the ecosystem to mitigate risks and
generate opportunities. Emerging dynamics of the
platform economy may see licensing increasingly
recognized as a governance instrument, creating new
dependencies and greater challenges for multi-authority
cooperation. Across jurisdictions, the treaty base for data
transfers is under increasing pressure, and discrete data
localization requirements are on the rise, perhaps paving

the way for the emergence of more segmented or
local services and necessitating alternative predictive
models for lower-value messages.

» Equation 03: Cross-Border Volume and Social
Welfare Proxy

A monotone response of cross-border messaging
volume to adoption

V (1) = oA, pI >1 ©)

A simple social-welfare proxy at time t W(t)=V/(t)-
A Cinst(r,1).

We report W(T) to compare regimes at a 10-year
horizon.

» Emerging Trends
Innovative attempts to leverage open-access
licensing or even data sharing are gaining force in the
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global financial messaging ecosystem, driven primarily
by improved economic competitiveness for the countries,
regions, or even companies within a trade bloc. The
development of gateways by nonfor- profit organizations
that are either free or highly subsidized has the potential
to further accelerate the adoption of standards in the
financial messaging ecosystem, promote cross-border
data flow, and enhance the speed and volume of cross-
border transactions. Licensing has a deep influence in
these areas, and it is highly sensitive as the conditions
governing access and licensing models are normally set
by private-sector players. The commercial return on
innovation must remain strong while also being
sufficiently predictable to encourage adoption. These
aspects have historically favored proprietary licenses.
The current financial environment is conducive to open-
source licensing, but without sufficient immediate user
demand, the risk remains that the activity might not be
performed by any player. If the condition of open access
is well established and maintained, adoption of the
standard will happen quickly, and it is likely that a group
of players will together be able to per- form some
functions that would ensure real-time transactions.
Forward-looking license conditions could also help
overcome historical inertia and encourage more rapid
compliance with promptly developed messaging
standards. These standards will likely not be capable of
addressing the KYC/AML and sanctions-compliance
hurry—the player developing them will not have access
to the data sets. This gap risks creating a new division
in the financial ecosystem: the players with complex and
interoperable systems scoring lowest on risk assessment,
border checks, and sanction compliance, and the players
relying on messaging flows from a hub that lacks the
economic resources to develop the KYC/AML
database. It is a hub-and-spoke center scenario in
which innovation in the spokes allows border
movements to flow smoothly and safely while spokes
remain mostly passive in the real-time management of
risk.
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